IDRBT CA
CERTIFICATION PRACTICE STATEMENT

VERSION 4.1.4
DATE OF PUBLICATION: 20.06.2023

OID: 2.16.356.100.1.2.2

INSTITUTE FOR DEVELOPMENT AND RESEARCH IN BANKING TECHNOLOGY
CERTIFYING AUTHORITY (IDRBT CA)
CASTLE HILLS, ROAD NO: 1,
MASAB TANK, HYDERABAD — 500 057
TELANGANA, INDIA
PHONE: +91 40 23294216/17/19/21/23
Fax: +91 40 23535157

EMAIL: cahelp@idrbt.ac.in

PRABH
AT
KUMAR

ALL RIGHTS RESERVED

Digitally signed by PRABHAT KUMAR

DN: C=IN, O=CONTROLLER OF
CERTIFYING AUTHORITIES (CCA),
OU=GOVERNMENT,
Phone=f373ac94a87dae662550911b4daf6
ab1b8d4eb61bbe7229bd38376bbabd8692
0, PostalCode=110003, S=DELHI,
SERIALNUMBER=AGA1B598A3A55B0255
27F7ACF68C487971690C194140D5BF411
37ADB071D75E8, CN=PRABHAT KUMAR
Reason: | have reviewed this document
Location: NEW DELHI

Date: 2023.11.09 11:11:17




CERTIFICATION PRACTICE STATEMENT

Document Name CPS of IDRBT CA
Release Version 4.1.4
Status Release

Issue Date 20.June.2023




Amendment Certificate RELEASE

Version No.

Description

Approved
by

Approval
date

CCA
approved date

IDRBTCA/DOC/

CPS/4.0.0

New template of CPS

PAC

28.02.2019

11.04.2019

IDRBTCA/DOC/

CPS/4.0.1

1)

2)

3)

Approval of Physical DSC
Application

12 Annexure | 12.1
Application Verification and
Communication

12 Annexure | 12.2 Class3
SSL Certificate 12 Annexure |
12.4

PAC

03.03.2020

17.07.2020

IDRBTCA/DOC/

CPS/4.0.2

1)

2)

3)

4)

5)

6)

7)

Applicability to PKI
Participants 1.3.6 Table
modified

Identification and
Authentication for Routine
Re-key 3.3.1 Table modified
Authentication of
Organization user identity
12.1 Added Physical
Verification

Certificate Application
Information verification and
Communication 12.2 Table
modified

Removed section for Class 2
and modified Class 3
Certificates 12.6
Application Form modified
13.1

Superior Authority
Responsibilities modified 14.1

PAC

17.02.2021

31.03.2021

IDRBTCA/DOC/

CPS/4.0.3

1)

2)

3)

4)

Changes in ROOT Certificate
1.3.1.2

Certificate application
information verification
communication 12.2
Inclusion of Document Signer
Certificate 12.5

Changes in application form
13.1

PAC

25.04.2022

IDRBTCA/DOC/

1)

Modification of CA 1.3.1.2

PAC




CPS/4.1.3 2) Addition of Sub-CA 1.3.1.3

3) PKI Repositories 2.1

4) Key Change Over 5.6

5) Registration Authority (RA)
1.3.3

ATTENTION

The use of IDRBT Certifying Authority’s (IDRBT CA) Certification Services are subject to various Indian laws
and jurisdiction of courts, tribunals, and authorities in India, which may include but are not limited to: The
Information Technology Act, 2000 (IT Act) and Rules and Regulations framed there under, and the other Indian

laws and any statutory modifications or re-enactment of the above.

Use of the Digital Certificates in an unauthorized manner or violation of the practices specified in IDRBT CA
CPS shall be liable for punitive action and shall be proceeded against, both under the relevant civil and criminal
laws, in addition to being subject to punishment under the Information Technology Act, 2000 and/or any other
relevant law/s of the land. The duties of the subscribers to be followed are described in the Chapter VIII of the

Information Technology Act, 2000.

IDRBT CA has the right to inquire about and assist in the trial of any individual who purportedly commits an
offense affecting IDRBT CA’s policies and practices. Such a person shall be liable to be punished under the rules
and provisions of The Information Technology Act 2000.

IDRBT CA’s Certification Services are not designed, purported, or certified for use or resale as control equipment
in perilous circumstances or for uses requiring foolproof performance such as the operation of nuclear plants,
weapons control systems, where breakdown may lead directly to death, personal injury or severe environmental

damage.




DEFINITIONS

The following definitions are to be used while reading this CPS. Unless otherwise specified,
the word “CA” used throughout this document refers to IDRBT CA, likewise, CPS means
CPS of IDRBT CA. Words and expressions used herein and not defined but defined in the
Information Technology Act, 2000 and subsequent amendments, hereafter referred to as the
ACT have the meaning respectively assigned to them in the Act.

The following terms bear the meanings assigned to them hereunder and such definitions
apply to both the singular and plural forms of such terms:

“Act” means Information Technology IT Act, 2000

"ITAct”  Information Technology IT Act,2000, its amendments, Rules thereunder,
Regulations, and Guidelines Issued by CCA

“ASP” or “Application Service Provider” is an organization or an entity using Electronic
Signature as part of their application to facilitate the user for requesting issuance and
electronically signing the content through any empanelled ESP.

“Auditor” means any accredited computer security professional or agency recognized and
engaged by CCA for conducting an audit of the operation of CA,

“CA” refers to IDRBT CA, a Certifying Authority, licensed by the Controller of Certifying
Authorities (CCA), Govt. of India under provisions of ITAct, and includes CA
Infrastructure issuing Digital Signature Certificates & also for providing Trust services
suchas TS, OCSP & CRL

“CA Infrastructure” The architecture, organization, techniques, practices, and procedures
that collectively support the implementation and operation of the CA. It includes a set of
policies, processes, server platforms, software, and workstations, used to administer Digital
Signature Certificates and keys.

"CA Verification Officer” means a trusted person involved in identity and address
verification of DSC applicants and providing approval for issuance of DSC.

"Certification Practice Statement or CPS" means a statement issued by a
CA and approved by CCA to specify the practices that the CA employs in issuing Digital
Signature Certificates;

“Certificate”—A Digital Signature Certificate issued by CA.



“Certificate Issuance”—The actions performed by a CA in creating a Digital Signature
Certificate and notifying the Digital Signature Certificate applicant (anticipated to become
a subscriber) listed in the Digital Signature Certificate of its contents.

“Certificate Policy”—The India PKI Certificate Policy laid down by CCA and followed
by CA addresses all aspects associated with the CA’s generation, production, distribution,
accounting, compromise recovery, and administration of Digital Signature Certificates.

Certificate Revocation List (CRL)—A periodically (or exigently) issued list, digitally
signed by a Certifying Authority, of identified Digital Signature Certificates that have been
suspended or revoked before their expiration dates.

“Controller” or “CCA” means the Controller of Certifying Authorities appointed as per
Section 17 subsection (1) of the Act.

Crypto Token—A hardware cryptographic device used for generating and storing a user’s
private key(s) and containing a public key certificate, and, optionally, a cache of other
certificates, including all certificates in the user's certification chain.

"Digital Signature' means authentication of any electronic record by a subscriber using
an electronic method or procedure as per the provisions of section 3 of the IT Act;

“Digital Signature Certificate Applicant” or “DSC Applicant” —A person that requests
the issuance of a Digital Signature Certificate by a Certifying Authority.

“Digital Signature Certificate Application” or “DSC Application” —A request from a
Digital Signature Certificate applicant to a CA for the issuance of a Digital Signature
Certificate

Digital Signature Certificate—This means a Digital Signature Certificate issued under
sub-section (4) of section 35 of the Information Technology Act, 2000.

“ESP” or “eSign Service Provider” is a Trusted Third Party as per the definition in the
Second Schedule of the Information Technology Act to provide eSign service. ESP is
operated within CA Infrastructure & empanelled by CCA to provide Online Electronic
Signature Service.

Organization—An entity with which a user is affiliated. An organization may also be a
user.

“Private Key" means the key of a key pair used to create a digital signature;

"Public Key" means the key of a key pair used to verify a digital signature and listed in the
Digital Signature Certificate;

“Registration Authority” or “RA” is an entity engaged by CA to collect DSC
Application Forms (along with supporting documents) and to facilitate verification of
applicant’s credentials



“Relying Party” is a recipient who acts in reliance on a certificate and digital signature.

“Relying Party Agreement” Terms and conditions published by CA for the acceptance of
the certificate issued or facilitated the digital signature creation.

""Subscriber Identity Verification method" means the method used for the verification of
the information (submitted by the subscriber) that is required to be included in the Digital
Signature Certificate issued to the subscriber following CPS. CA follows the ldentity
Verification Guidelines laid down by Controller.

Subscriber— A person in whose name the Digital Signature Certificate is issued by CA.

Time Stamping Service: A service provided by CA to its subscribers to indicate the
correct date and time of an action, and the identity of the person or device that sent or
received the time stamp.

Subscriber Agreement— the agreement executed between a subscriber and CA for the
provision of designated public certification services following this Certification Practice
Statement

Master Agreement— the agreement executed between RA and CA for the provision of
designated public certification services following this Certification Practice Statement

Time Stamp—A notation that indicates (at least) the correct date and time of an action,
and the identity of the person or device that sent or received the time stamp.

"Trusted Person™ means any person who has: -
i.  Direct responsibilities for the day-to-day operations, security, and

performance of those business activities that are regulated under the Act
or Rules in respect of a CA, or

ii.  Duties directly involving the issuance, renewal, suspension, revocation
of Digital Signature Certificates (including the identification of any
person requesting a Digital Signature Certificate from a licensed
Certifying Authority), creation of private keys or administration of CA’s
computing facilities.



An Executive summary of CPS, the RIGHTS AND OBLIGATIONS

NOTE: This is only a summary of the IDRBT CA Certification Practice Statement (IDRBT CA
CPS). It summarizes the most important rights, obligations, and liabilities.

1. IDRBT CA Certification services

IDRBT CA Certification Services are designed to support secure electronic transactions and other
general security services for Digital Signatures and other Network Security Services. To accomplish
this, IDRBT CA serves as a Trusted Third Party, licensed by the Controller of Certifying Authorities
(CCA) for issuing, managing, renewing, and revoking Digital Certificates following published practice
(IDRBT CA CPS).

At present IDRBT issues Digital Certificates to Banks and Financial Institutions that are members of
INdian Financial NETwork (INFINET) as per the policy in force. The policy, if required, may be changed
from time to time, at the discretion of Top Management.

IDRBT CA currently offers 3 distinct classes of certification services. Each class of certificate provides

specific functionality and security features. The Classes are:

e Class 1 Certificate

e Class 3 Certificate

2. Rights and Obligations

By applying for a certificate to be issued by IDRBT CA, the applicants accept and agree with IDRBT CA
CPS and to all who reasonably rely on the information contained in the certificate that, at the time of
acceptance and throughout the operational period of the certificates, until notified otherwise by the

certificate owner, of the following points:

e All representations made by the certificate owner to IDRBT CA regarding the information
contained in the certificate are true. All information contained in the certificate is true to the
extent that the certificate owner had knowledge or notice of such information.

o Each digital certificate created corresponding to the public key listed in the certificate is the
digital certificate of the certificate owner and the certificate has been accepted and is
operational (not expired or revoked).

o No unauthorized person has ever had access to the certificate owner's private key.

By accepting a certificate, the certificate owner assumes a duty to retain control of the certificate
owner's private key, to use a trustworthy system, and to take sound precautions to prevent its loss,



disclosure, modification, or unauthorized use. The user must request to revoke his certificate when
there has been a loss, theft, modification, unauthorized disclosure, or other compromises of the private
key of the certificate with IDRBT CA.

This CPS assumes that the reader is familiar with basic PKI concepts, including:

® The use of digital signatures for authentication, integrity, and non-repudiation;
®  The use of encryption for confidentiality;
®  The principles of asymmetric encryptions, public key certificates and key pairs;

®  The role of Certifying Authorities and Registration Authorities

3. Liability

Without limiting certificate owner’s obligations stated in the CPS, certificate owners are liable for any
misrepresentation they make in certificates to third parties that, reasonably rely on the representations
contained therein.

IDRBT CA does not warrant the accuracy, authenticity, completeness or fitness of any unverified
information contained in certificates or otherwise compiled, published, or disseminated by or on behalf
of IDRBT CA.

For more information, visit IDRBT CA’s website at https://idrbtca.org.in/



bral CA

Table of Contents

1 INTRODUCTION. . iiiieiiiieiirmasiriessrsmsssssmsssssasssssassssnsssssnsssssnsssssnsssssnssssnnssssnnssssnnsssns
L1 OVENVIEW OF CPS ..eiiiiiiiiicieiiiirrr s ss s s s rssssss s s s s s s s e s s s s s s s s e s s nmnsssssssssennnnnssssssseensnnnnssssnssnennnnnn
1.2 0 g 0= L1 o o
1.3 PKI PArTiCIPANTS tuveeuresesserrssrsmmmmmsmmmmssmssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssssssssnnnnn

131 e ST 11 0] 111N
132 e S-S RPN
133 Registration AUNOFITY (RA) ...eeeeiiiiiieiiiieeie ettt e e e et e st e eesseesaeseseessseeennenne
134 ST 1T 0= RPN
135 REIVING PAITIES ...ttt s ettt s st e e bttt e e enssseennnnnne
1.3.6 APPHICADITITY .o
T =T g 03> (N £ T N
141 Appropriate CertifiCate USES.......ooiiii i
142 Prohibited CertifiCate USES ......vviureeiii e e eeeeeitiii s e e e e e e e e e e e e e e e eaeen e e e e e e e eeannnneeeeeeenes
1.5  POliCY AQMINiSTFAtiON cuveeerreererrmresmesesnssssrsrsensessssssssssssssssssssssnsssssssssssssssssssssnnssssnnnssssnnnsssssssnsnsssnnnn
151 Organization administering the dOCUMENT ......... ... s
1.5.2 (000 ] - 1ol B T o] PSSP PPPRPRRPPPPPIN
1.5.3 Person Determining Certification Practice Statement Suitability for the Policy.........c.ccccccceieeeeennns
154 (O R AN o o £ o) L o (0 TotTo L1 (RPN
155 BV TS e

2 PUBLICATION & PKI REPOSITORY RESPONSIBILITIES....coiiiiiireiiirennrnessnnnanas

2.1 PKI REPOSITONIES seerrrenmnnnssassrrrrenmnssssssssrrrsnnssssssssssrmmmnnsssssssssesmnnssssssssssesssnsssssssssssennnssssssssssesnnnnnnnes
2.1.1 L] oo LY 1 (o] VA ® o] [T =1 o] 1PN
2.2 Publication of Certificate INfOrmation .......cccccceeeerrrrrrrrrrrrrrr s
2.2.1 Publication of CA INFOMMATION ........eiiiiiiiiiiiiiii ettt ee e e e eeeeeeeeeeeene
2.2.2 LT o] o L=T Lo 1] 2
2.3 Publication of Certificate INfOrmation .......ccccceeeeerrrerrrrrrrrrrrrr s
2.4 Access Controls 0N PKI REPOSITONIES vuvirereeunsnssarsrrrernnnnsssssserernnnnssssssseremssnnsssssssssesmnnnsssssssssessnnnnnnes

3 IDENTIFICATION & AUTHENTICATION ...iiieiiiriisiressrnmsssnsmsssssassssnsssssmsssssmssssnnsas

3.1 NAIMNG ttiiiieiaiiiirrreieaeasssrrrrnnssssasssrreransssssssssrrrrnnnssssssssreennnnsssssssssemsnnssssssssesmennnnsssssnsssnennnnnnnnn
311 TYPES OF NAMIES ..ttt e et e e e e e e e e e e e e et eeeeeeeeeeata e eeeeeeessaaaeeeeeeessnnnnnn
3.1.2 Need for Names to be Meaningful ...
3.13 Anonymity 0f SUDSCIIDEIS ...,
3.14 Rules for Interpreting Various NaME FOMMS .........uuuuuieeiiiiieiieiiieeeiieseiseeeeseereeeeeeeeeeeeeereerreererereene
3.15 UNIQUENESS OF INGITIES ...ttt sttt s s ssnesessennnnnnes
3.1.6 Recognition, Authentication & Role Of Trademarks .............uueuuereeeeueieeiieiiieiieeieeeeeeeeeeeerreeeee.
3.17 Name Claim Dispute ResOIUtION PrOCEAUIE.........cceeieiiiiieeeee e

3.2 Initial 1dentity Validation .......ccccccceccsssssssssssssss s
3.2.1 Method to Prove P0ossession Of Private KeY ........ccoovviiiiiiiiiii



bral CA

3.2.2 Authentication of Organization USer Identity .........ooooiiii i 9
3.2.3 Authentication of Individual Identity............ooooiiiii i 9
3.24 Non-verified Subscriber INFOrmMation............oeuuuiii i 10
3.2.5 Validation of AULNOITLY .....ooooeieeeee 10
3.2.6 Criteria fOr INtErOPEIALION. ......uuuiiiieiiieie s 10
3.3 ldentification and Authentication for Re-Key ReqUESTS......cccurrrrrrrrrrrnnnnnsnssrssss s 10
3.31 Identification and Authentication for Routine Re-Key ... 10
3.32 Identification and Authentication for Re-key after Revocation.............ccoooeieiii, 10
3.4 ldentification and Authentication for Revocation REQUEST ......ccceerrrrirnrrnrrnnnsnsssss s 10
4 CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS ...c.iiieiireennenees 12
4.1 CertifiCate rEOUESTS..ccirrrrr s 12
411 Submission of Certificate APPHCALION ..........uuuiiiiii s 12
412 Enrollment Process and ReSPONSIDITITIES. ..........uiiiiiiiiiiiiiiiiiiiieieeeeeeeeee e 12
4.2 Certificate ApPliCation ProCeSSING ...ccccrrrrrrrrrrrrrrrrrrrrrrsrs s s 13
421 Performing Identification and Authentication FUNCLIONS .............uuviiiiiiiiiiiiiiiiiiieieeieeeeeeeeeeeeieaees 13
4272 Approval or Rejection of Certificate AppliCatioNS.........coooiiiiiiiiiiii 13
4.3 CertifiCate ISSUANCE ...cieerrrrrrrrr s 13
4.3.1 CA Actions during Certificate ISSUANCE ........uuiieeeieeeeiiiie e e e e ee e e e e e e e e e e e e e e e eereae e e eeeaeees 13
432 Notification to Subscriber of Certificate ISSUANCE..........cooiiiiiiiiii 13
4.4 CertifiCate ACCEPIANCE .eviiirerremnnsasrserrrrrnnssssssrrrnrensssssasssrrernnnsssssssesennnnnssssssssesennnnnsssssssssennnnnnnnen 13
4.4.1 Conduct Constituting Certificate ACCEPLANCE ......cevveereeiie i e e e e e e e e e e e eeees 13
4.4.2 Publication of the Certificate by the CA ...coeeeriee e 14
4.4.3 Notification of Certificate Issuance by the CA to Other ENntitieS..........ceeeveeiiiiiiiiiinieeeeeeiceee, 14
45  Key Pair and CertifiCate USAQE......cuurrrrrrmmnssssrsrrrrrmmnssssssssrrrmmnnssssssssssemmmnssssssssesessnnsssssssssssessnnnnnns 14
45.1 Subscriber Private Key and Certificate USAge..........vuuuuuiiiieiiiiiiiiiii e eeeeeeiiie e e e e e e e e e 14
45.2 Relying Party Public Key and Certificate USAge ........ccvvvrviiiiiiieeiiiiiiie e et 14
O O g ) or= L (= T gV 14
4.6.1 Circumstances for Certificate RENEWAL...........uuuuuuueii s 14
4.6.2 Who may ReqUESE RENEWAL .........ccooiiiiiiii i e e e e e e e e e e e eeeanaans 14
4.6.3 Processing Certificate RENeWal REQUESES........uuuiiiieeiieiiiiie et e s 14
4.6.4 Notification of New Certificate Issuance to SUDSCHIDEN ........coovviiiiiiii, 15
4.6.5 Conduct Constituting Acceptance of a Renewal Certificate ..........ccooeeeiiiiiiiiiiiiiiiiieeeeeeeeeeeeeseeenn 15
4.6.6 Publication of the Renewal Certificate by the CA ........oveiiiiiiiiiiiiiiieeeeieee e 15
4.6.7 Notification of Certificate Issuance by the CA to Other EntitieS.........ccoovveviiiiiiiiiee, 15
O O T g () 1 Tor= L C= e Y 15
4.7.1 Circumstances for Certificate RE-KEY .........uuuuuuuiii e 15
4.7.2 Who may Request Certification of a New PUblic Key..........coooiiiiiiii, 15
4.7.3 Processing Certificate Re-KEYING REQUESES .......euuereeeierieeiiieeieeeeeeeeesesssssssssssnseessssssssnessrerrrrnrene 15
4.7.4 Notification of New Certificate Issuance to SUDSCIIDEN ........coovviiiiiiiii, 15



bral CA

4.75 Conduct Constituting Acceptance of a Re-keyed CertifiCate...........coooeiiiiiieiiinieeee e 15
4.7.6 Publication of the Re-keyed Certificate by the CA .......oeiiiiieiieeiieeeeeeeeeeee e 15
4.7.7 Notification of Certificate Issuance by the CA to Other ENtities..........cooooviiiiiiii, 16
4.8  Certificate MOdifiCatioN ....ccooeriirirrir 16
4.9  Certificate Revocation and SUSPENSION ....cceccrrrrrrrrrrsssrrsrssss s 16
491 Circumstances for Revocation 0f @ CertifiCate ......... ... 16
4.9.2 Who Can Request Revocation of @ Certificate ..o, 16
493 Procedure for REVOCAtION REGUEST ..........uuiiiiiiiiiiiiiiiieietieeeeeeeeeeeeeeeeeeeaeeaeeeeeeeeaebeeseeeaeeeeneeeenenne 16
4.9.4 Revocation ReqUESE GraCe PEITOM. ... ....uuiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeee e eeee e eeeeseeseeseseeeenennees 17
4.95 Time within which CA must Process the Revocation REQUEST............cooviiiiiiiiiiiiiii, 17
4.9.6 Revocation Checking Requirements for Relying Parties ................uuveeeiiiiiiieiiiiiiiiiiieiiiiieieeieeneens 17
4.9.7 CRL 1SSUBNCE FIEOUEBINCY ....eeeeetiii e e ettt ettt e e e ettt e e e e et e e e e e e e e e eesnnnn e e e eeeeees 17
498 Maximum Latency for CRLS .......ooiiiii 17
499 Online Revocation Checking AVaability ... 17
4.9.10  Online Revocation Checking REGUITEMENTS .........uuueeiieeeiiieieieeeeeeieieeeeseeeeeeseeeseeeeeeseeeeeeeeseerannee 18
4.9.11  Other Forms of Revocation Advertisements Available................ouuiiiiiiiiiiiiiiiiiiiiiiiiveeiieeeeieeieaens 18
4.9.12  Special Requirements Related To Key COMPIOMISE........vuuruieieeiiieeiiiiieeeeeeeeeetie e e e e e e eeeeane s 18
4.9.13  Circumstances fOr SUSPENSION. ... .....uuu i e eiieeeiiiis e e e e e e e et e e e e e e e e et s e e e e e e eeeann e e e e e eeneennnnneeas 18
e e S VAV o To T or= T (=0 0TSy e T U] o<1 S [ 18
4.9.15  Procedure for SUSPENSION REQUEST ........iiieiieieiiiis e e e e e e e e e e e et s e e e e e e e e e e e e e e e eneenaneeeas 18
4.9.16  Limits 0N SUSPENSION PEIIOM. .........uvuiiiii e e e e e e e e e e e e 18
410  CertifiCate StAtUS SEIVICES..uvvurrrrrriiirssissssrrrresiissssssssrrr e s s sssss s s s s nnrr e e s e s s ann e e e e s e s s s nanan 18
4.10.1  Operational CharaCteriStiCS........uuuuuruiiieeeiiieiiiii e e e e e e e e e e e e e e e e e e ee et e e e e e e eeennnneeas 18
4.10.2  SErvice AVaIlability .......uueiii e a 19
0T T O o 4o T L T L0 (S 19
T T =Y To I ) T o FTod o] 4o RO 19
4,12  Key ESCrOW and RECOVEIY ..iiiiuuuciiiiiirrennnssssasssseneennssssassssrensnnssssssssssenmmnssssssssssesnnnsssssssssseennnnnnnen 19
4.12.1  Key Escrow and Recovery Policy and PraCtiCeS.........ccuuuuuiiiiiieiiiiiiiiie e 19
FACILITY MANAGEMENT & OPERATIONAL CONTROLS ...ccciiieiirrennrnmnssnnnnas 20
5.1 PRYSICAl CONLIOIS iiiiiteeuuiaiiserrerimnnssssssrrrrennssssssssseerennnsssssssssesmnnnsssssssessennnnssssssssssesnnnssssssssssennnnn 20
5.11 Site LOCAtion & CONSIIUCTION. .......uuuiiiiiieees ittt e et e e e et e e e e e e e s eeeeeeeeeannes 20
512 PRYSICAI ACCESS ... etvtteeeeeeetteeee ettt ettt ettt ettt sttt ettt e s e s e e e sssssesesnnnennnnnen 20
513 T T o AN T g @] o To [ o] 1 ISP 21
514 WV LT EXPOSUIES ...ttt ettt ettt ettt et e e ettt e e e e e ettt etb e e e e e et et eebb e e e e e eeeesbbn e e eeeeenennnnns 21
5.15 Fire Prevention & PrOtECLION. .........eiiiiii ittt e e e e 21
5.1.6 o T B3 (o] o L PP 21
517 WSEE DISPOSAL ... iieeeeeeeeee e 21
518 OFf-SItE DACKUP ..ttt s 21



bral CA

5.2 ProCedural CONTIOlS ... 22
521 B0 S o (0] LS UPPPPPPRRR 22
522 Number of Persons Required Per TasK ........ooooiiiiiiiiiiii 23
523 Identification and Authentication for Each Role ... 23
524 Roles Requiring Separation OF DULIES. ..........uuueeeieieiiiiiieiieeeieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeneeeenee 23

5.3 PersONNEl CONTIOIS cuvreemuueaiiiirrrremmsssasserrrsnssssassssrrrennnsssssssssrrnnnsssssssssesmnnnnssssssssssennnnssssssssssnnnnnn 24
5.3.1 Qualifications, Experience, and Clearance REQUITEMENTS ..........uuuuuuummun s 24
5.3.2 Background CheCk ProCEAUIES. .........ooiiiiiiiiieie e 24
5.3.3 Training REQUITEMENTS. ....coi i 24
5.34 Retraining Frequency and REQUITEIMENTS. ...........uiiieieieieiiiieieieieieeeeeeeee et e e eeeeeeeeeaeeeeeeeee 25
5.35 Job Rotation Frequency and SEOUENCE .......cooeeeiieiiieeeeeee e 25
5.3.6 Sanctions for Unauthorized ACHIONS...........u e s 25
5.3.7 Documentation Supplied To Personnel...........oooo i 25

5.4  AUdit LOGQING PrOCEAUIES ...uuuuuuuuiennsnsnnsssss s 25
54.1 Types of EVENES RECOIR .......cooeeiieeeeeeeeee e, 25
54.2 Frequency Of ProCeSSiNG AUTIE LOUS. ... ..uuuuueeiieieeeiieieieteteeeeieeeeeeeeeseseeseesessseeseseseseseeeeeseesesneenes 29
5.4.3 Retention Period fOr AUGIt LOGS. .. ... it eiieeeiiiie s e e e e e e e e e e e e e e e e e e e e e eeaan e as 29
5.4.4 0] (=Tot o] o AW o [ 1o o 29
5.4.5 Audit LOg BaCKUP PrOCEUUIES. ... .cciieeeiiiieieeeeeeeeiiis s e e e e e e eetas s e e e e e e eeeaaae e e e e e eeeesnnnaeeeeeeennnnnan 29
5.4.6 Audit Collection System (internal Vs. eXternal)..........cooeeeiieeiiiiinii e e e e e e 29
5.4.7 Notification to Event-Causing SUDJECT.......c.ooveiieie i 29
5.4.8 VUINEADI Ty ASSESSMEBNTS. .. .ttt e e eeeeeettiie s e e e e e e et er e e e e e e e e e et e e e e e e e e eeaaa e e e eeeeeessnnn e eeeeeeeennnnns 30

5.5  RECOINAS AFCNIVAL. ...uuu s s 30
55.1 Types 0f RECOrdS AFChIVEM .........ccovviiiiiiii i e e e e e e e e e e e eeaaannas 30
5.5.2 Retention Period fOr AFCRIVE ...........uiiiiiiiiiiiiiiii ettt eeeeeee e sseeesseenene 30
55.3 ProteCtion OF ATCRIVE. ........iiiiiiiiiiiiiee ettt et e s e s seesssseesssneseennnne 30
5.5.4 ATIChIVE BaCKUP PrOCRAUIES ... ... e eieeeiiiie e e et e e et e e e e e e e et e e e e e e e e e et s e e eeeeeeeannnns 31
5.5.5 Requirements for Time-Stamping of RECOIAS.........cccivviiiiiiiii i 31
5.5.6 Archive Collection System (internal or external)............ccooveiiiiiii e, 31
5.5.7 Procedures to Obtain & Verify Archive Information ... 31

ES TG T =) @1 =TT T=T 01V T 31

57  Compromise and DiSaSter RECOVENY .....cccccccrersessssssssssssssssssssssssssssssssssssssssssss s s ssssssssssssssssssssssssas 32
57.1 Incident and Compromise Handling Procedures............oooeeieiiieiiiii e, 32
572 Computing Resources, Software, and/or Data are COrrUPEA ...........veeeiieiiiiiiiicieeeee e e e 32
573 Private Key COMPromMIiSE PrOCEUUIES .........uueeeeeeieeeieieeeeteeeeeeeaeaeeeeaessesssssssssessesessssesesssssesssennnes 32
5.7.4 Business Continuity Capabilities after a DISaSter .........coovviiiiiiiiiii e, 33

CSTES TR 7 AN I 0 1T 11 o] 33

6 TECHNICAL SECURITY CONTROLS....iicciiriirirmasrsmssrsmssssnsssssnassssmsssssmsssssmssssnns 34



el O

6.1  Key Pair Generation and INStallation .........cccccceiiiiiiininin s 34
6.1.1 KEY Pl GENEBIALION ... 34
6.1.2 Private Key Delivery t0 SUDSCHIDEY ..........uiiiiiiiiiiiiieeeee e eeeeeees 34
6.1.3 Public Key Delivery t0 CertifiCate ISSUBK ..........uuueeeieieieiiiieeeieieeeeieeeeee ettt eeeeeeeeeeeeeees 34
6.1.4 CA Public Key Delivery to RelYiNg Parti€s. ..........uuuuuuumuiii s 35
6.1.5 KBY SIZES.... e 35
6.1.6 Public Key Parameters Generation and Quality Checking ...............eueveiieiiiieiiiiiiiiiiiiiiiiiiiieiienenns 35
6.1.7 Key Usage Purposes (as per X.509 v3 key usage field) ........coooeeeiriiiiiiiiniieeeee e 35

6.2  Private Key Protection and Cryptographic Module Engineering CONntrols ........ccccommreeeneceiiinennnes 35
6.2.1 Cryptographic Module Standards and CONEIOIS. ...........uuuuuummi s 35
6.2.2 Private Key Multi-Person CONrol.............oueiiiiiiiiiiiiiiiiiiiiiiiieee ittt eeeeeeeeeeeees 35
6.2.3 PPIVALE KKEY ESCIOW ... .etitteeteetetteeteete ettt ettt ettt sttt sttt sttt st s st e e snnennnnnnnen 35
6.2.4 PrIVALE KKEY BACKUD ... etttteteetettetteee ettt ettt bttt ettt ettt e st e s s e e eennesesnnnne 35
6.2.5 Private Key AFCRIVAL ...........oiiiiiiiiiiiiiiii ettt ee e eeaeseeeeeeeneene 36
6.2.6 Private Key Transfer into or from a Cryptographic Module.................euvviiiiiiiiiiiiiiiiiiiiiiiiiiiiiieens 36
6.2.7 Private Key Storage on Cryptographic MOTUIE..............eviiiiiiiiiiiiiiiiiiiiiiiieiee e eeeeeeeeeeeees 36
6.2.8 Method of ACtiVating Private KEY .......cciicciiiieiiiii e e e e e e e e e 36
6.2.9 Methods of Deactivating Private KEY ........ccvvveuueiiiie e e e 36
6.2.10  Method of Destroying Private KEY .........oeiiiiiiiieiiiiis e e e e e e e e e e e e e e e e eeennnas 36
6.2.11  Cryptographic MOAUIE RALING .......civeeireiieie e e i e e e e e e e e e e e e e e ee e e e e e e eeennnnan 36

6.3  Other Aspects Of KeY ManagemeNt.....cccuuieeuuucesssrrrrrennssasssssrsnnnnssssssssssenssnssssssssseesnnnnssssssssssennns 36
6.3.1 o] Lo S} YA AN o1 1Y | 36
6.3.2 Certificate Operational Periods/Key Usage PeriodS........ccoeeevvveiuiiiiiiieeeeeeiiiiie e e ee e eeeeeens 36

T A €Y7= 4[] 7 1 - 37
6.4.1 Activation Data Generation and Installation ..., 37
6.4.2 Activation Data ProteCtion .......cooeeeiiiiii e, 37
6.4.3 Other Aspects 0f ACIVAtioN Data.............uuuiiiiie i e e e e e e e er e e eeaaees 37

6.5  Computer SECUNItY CONTIOIS civiiieuueieiiiiiieieinncsssssrerennnssssss s s e e rennsssssasssernnnnsssssssssnesnnnnssssssssnennnnn 37
6.5.1 Specific Computer Security Technical REQUIFEMENTS .......cieeiiiiiiiiiiie e 37
6.5.2 Computer SECUMLY RAEING ...vvvvviiiiiii e e e e e e e e s e e e e e e e e e e e e e seessaneeaeaaeees 37

6.6  Life-Cycle Technical CONIOIS.....ccccceeererrrses s 38
6.6.1 System DevelopmENt CONLIOIS .........uuuieiiiiiiiiiiii s 38
6.6.2 Security Management CONEIOIS .........uuuuuurueiiiiiiiiiii s 38
6.6.3 Life Cycle SecUrity CONLIOIS.......ccoiiiiii e 38

6.7 NetwOrk SECUNItY CONLIOIS. ... 38

6.8  TIME SEAMPING . uuuuuunnnnnnnnnnnnnsssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 39

7 CERTIFICATE, CRL, AND OCSP PROFILES. ... eererreecercereeese e s reneem e e e 40

7.1 CertifiCate Profile ... s 40

7.2 CRL PrOfile s s 41



el O

7.2.1 FUIl AN COMPIETE CRL ...ttt s s sssnensnnenne 41
7.2.2 Distribution Point-Based Partitioned CRL ...........oiiiiiiiiiiiiiiie e 42
7.3 L T3S o o) ] N 42
7.3.1 OCSP REQUESE FOMMAL ...ttt ettt e et e e et e e e e et e e e eaan e e e eaa e e e eanneeeeean 42
7.3.2 OCSP RESPONSE FOIMAL ... .. eieetiieiiite ettt et e e et e et e e e e ea e e e eaan e e e eaa e e e eannnaaeeeen 42

8 COMPLIANCE AUDIT AND OTHER ASSESSMENTS...c.citiitcrreereeerceerensensesmnnes 44
8.1  Frequency or Circumstances Of ASSESSIMENTS.....uiirrrrrrrrrrrrrsrr s 44
8.2  ldentity and QUAlifiCations Of ASSESSOK ......cirrssisssssssssssssrsssr s 44
8.3 Assessor’s Relationship to Assessed ENTitY ......cccooiiiiiiiiiiiniinninii 44
8.4 Topics Covered DY ASSESSMENT.....uuuuiiirrr 44
8.5  Actions Taken as a Result Of DEfICIENCY .....uiiririiniiiinirir s 44
8.6 CommUNICAtioN OF RESUILS .viiieeeeeceiiiiirrrrieeess s s s rrrresss s s s e s e s snass s s s s s e s nnmnss s s s s e s e s nnmnssssssssenennnn 44
9 OTHERBUSINESS AND LEGAL MATTERS .t recrrceres e s s e sem e e 45
9.1 T 45
911 Certificate 1ssuance and RENEWAl FEES .......uuuiiiiiiiieiiiiie e e e e e e e e e e eeeeees 45
9.1.2 (Ot (] Tt L= Ao ot TSt Sl TP 45
9.13 Revocation Status INformation ACCESS FEES ...vuuuuiiiiriiiieiiiie e e e e e e e e e 45
9.14 o T (0 O LTt ol 45
9.15 L 1110 I T3V 45
9.2 Financial ReSPONSIDIITY ..ueiiierreremnnseiissrrersnnnssasssserrrnnnsssssssrrrrnnnsssssssesesnnnnssssssssemesnnnnsssssssesennnnn 45
9.2.1 TN = T (ot 00V =T Vo PN 45
9.2.2 L 1 Lo N £ 45
9.2.3 Insurance or Warranty Coverage for ENd-ENtitieS ..........ccovvrvviiiiiiiiieiieeccin e 45
9.3  Confidentiality of Business INfOrmMation ......euuecceiiiiiseimcesis s sesrenssses s s s s s sssnnnss s s s s s e e nnnnssssessseennnns 45
9.4  Privacy of Personal INformation.......ccuiiiieieeecciis s s sessssess s s s s s sssssssss s s s s e sesnnsssssssesessnnnsssssssssennnnn 46
9.5 Intellectual Property RIGNES .ovuuieeeciiiii i erriescses s s s s ssssssssss s s s s e s s snn s s s s s e s e s nnnss s s e e s esnnnnnssssssesnnnnnn 46
951 Property Rights in Certificates and Revocation Information ............ccccoeeeieiiiiiiiii e, 46
9.5.2 Property RightS iNThe CPS ... .o e e e e e e e e e e e e e e 46
9.5.3 Property RGNS IN NAMES. .....coiiiiiiii e e e e e e e e e e e e e e e e e e e e e e e e e eeeeaaaa s 46
9.54 Property RIGNES IN KEBYS ... e e e e e e e e e e e e e e e e e e e e aeaaaa e eas 46
9.6  Representations aNd WarTANTIES w.....cciiierereemnscsissrrrrrnnnsssesssssssnnnsssssssssssesssnssssssssssessnnssssssssssssnnns 46
9.6.1 CA Representations and WarTantieS...........uuieieeeiieiiiiiiie e eeeeeeeiiiie e e e e e eeeeae e s e e e eeaseanaeaeeaaeens 46
9.6.2 SUDSCIIDET .. s 47
9.6.3 L] N T 2 U5 2P PPPPPRPR 47
9.6.4 Representations and Warranties of Other PartiCipantS...............uuueveeeeueieeeriieiiiiieieeeeeeeeeeeeereeenene. 47
0.7  DiSClaimers Of WarTanti€s. ... .ccceeeerrernss s 47
0.8 Limitations Of LiabilitieS....ccceeeeeeesrssssssssssss s 47
9.9 T 1=T 0 0T T 48
INdemMNifiCation DY SUDSCIIDEIS ... ..uviiiiiiiiiiiiieiiee ettt e ae st s sesseessssssssssssennnnnnes 48
INdemnification DY FEIYING PAITIES .......evereiieeeiiiieeeeeee ettt e e aeeeetssaesassaesesssessessseasssensnnnnnes 48
9.10  Term and TerMINALION .....ccceesssssssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssnsas 49
L0 O R =T 1 o [ TSP PP PPPPPN 49



bral CA

LTS A T 1111 7= o] P UPPPUPPUTR 49
9.10.3  Effect of Termination and SUIMVIVAL ............cooiiiiiiiiiiii e e 49
9.11 Individual Notices and Communications With PartiCipants........cccuurrrrrnrnnnnnnnnnnssssssssssssssssssssssas 49
LT AN 4 T=T o 10T ) N 49
9.12.1  Procedure fOr AMENAMENT. ......coie i e e e e et e e e e e e e e eeta e e e e e e e eeeannaeeeeeeeeeennnnn 49
9.12.2  Notification Mechanism and Period ............cooviiiiiuiiiiiie e e e 49
9.12.3  Circumstances under Which OID Must be changed..............oooooiiiiii 49
9.13 Dispute ReSOIULION PrOVISIONS ......uuuussusussnsnnss s 50
9.13.1 Disputes among Licensed CAS and CUSIOMELS ......ccceiiiiiiiiiiiiieiie e 50
9.13.2  Alternate Dispute ReSOIUtION ProVISIONS.........ccoiiiiiiiiiiiiiiii e 50
0.14  GOVEINING LAW 1uuuuuuunnnunnnnnnnnnnnnnssnsnn s s 50
9.15 Compliance wWith APPlICaDIE LaW ......uuiiii s 50
9.16  MIiSCEIANEOUS PrOVISIONS ..iieesreremnssssssssrnrsnnsssssssssmmmmsnssssssssssssnmsssssssssesssnsnsssssssssssssnnnsssssssssssnnnnn 50
0.16.1  ENLIIE AQIEEMENT ... 50
0.16.2  ASSIGINIMENT ... 50
0.16.3  SEVEIADIITY ..o 50
0.16.4  WaVEr OF RIGNES....cciiiiii i 50
0.16.5  FOICE IMAJEUIE .uvuuui e eeeeeeeiite e s e e e e e et e s e e e e e e e ettt e e e e e e e eeeaaa e e e e e eeeeeanan e eeeeeeeesnnnnaeeeeeenennnnnn 51

L TR A © 1 1= gl o (011 T o 51
O = 1 I L L] 0 e I 51
11  ACRONYMS AND ABBREVIATIONS ... i rresrcs s sssssssssmsssnssssmsssmsssnnnss 52
12 ANNEXURE-L ciiieiiiiiirieiirnesirmn s s s s s s s s ma s s smssssnmssssnmssssnmssssnnssssnnsss 54
12.1  Authentication of organization USer ideNtity ... eceeiiriereennesss s e s errrnsnse s s e s e e s s snnss s s s e e e snnnnnssssssnes 54
12.2 Certificate Application Information Verification and Communication.......ccceeeeeeucesrrereeeennnsseennnns 54
I T Y0 0T 11 IRV =T ) oF [ o 58
S | I 1= 1 T X 58
12,5 Document Signer CertifiCate .....iiuuremmueceiiirrrrriensssssssressnnnssssssssrenssnsssssssesernnnnssssssssesennnnnnnsssssnes 61
G T O = TSt = g 7= 1 62
I B O - TSt T = g ] T0= 1 62
13 ANNEXURE I coieiiieeiiirieiirias s s s s ssssssssssssssassssnssssnnssssnnssssnnssssnnssssnnsss 65
NG TS RSTU 1 o YTo] g1 o1 g2 o] o] [To= 1 o] I fo] i 1 41 65
13.2  Certificate Revocation/Suspension/Activation FOFM ....cuueeeeccceriirerremnnssesseseesennsssssssesessnnssssssssens 67
13.3  Subscriber Agreement (SAMPIE)...uuie e eeieirirrreeesesess e s eerrnsss s s s s s e e s rennsss s sesernnnnssssssssesennnnnnssnsssnes 69
134  Relying Party AQreemMENT ... . cii i i eeeeeeecissesrrrrnnnssaasserrersnnssssssssseeennnnsssssssesesnnnnssssssssssennnnnnssssssne 73
I N N 81 I 76
14.1 CA Representations and Warranties (Additional)......eeeeeeeeeeeeeememmmmmmmmmmnmnnnnnnnnnnnnnnnnnnsnnnnnnsnnnnsnnnnes 76
| o] | o1 79

Vii



bral CA

1 INTRODUCTION

The Institute for Development and Research in Banking Technology (IDRBT) is an
autonomous institution performing Research and Development in Banking Technology for the
benefit of Banks and Financial Institutions in India. IDRBT has established the INdian
FINancial NETwork (INFINET) based on VSAT and Terrestrial Communication
Technologies. INFINET is a countrywide communication backbone for the Banks and
Financial Institutions used for electronic payment systems and other communication transfers.

IDRBT CA Certification Services are designed to support secure electronic transactions and
other general security services for Digital Signatures and other Network Security Services. To
accomplish this, IDRBT CA serves as a Trusted Third Party, licensed by the Controller of
Certifying Authorities (CCA) for issuing, managing, renewing, and revoking Digital
Certificates as per CPS.

At present IDRBT issues Digital Certificates to Banks and Financial Institutions that are
members of INdian FInancial NETwork (INFINET) as per the policy in force. The policy, if
required, may be changed from time to time, at the discretion of Top Management

The term “Certifying Authority” or CA as used in this CPS, refers to IDRBT CA as the entity
that holds the CA license from the Controller of Certifying Authorities (CCA), Govt. of India.

India PKI is a hierarchical PKI with a trust chain starting from the Root Certifying Authority
of India (RCAI). RCAI is operated by the Office of Controller of Certifying Authorities,
Government of India. Below RCAI there are Certifying Authorities (CASs) licensed by CCA to
issue Digital Signature Certificates under the provisions of ITAct. These are also called
Licensed CAs. IDRBT CA is a Licensed CA under RCAL.

1.1 Overview of CPS

India PKI CP defines certificate policies to facilitate interoperability among subscribers and
Relying Parties for e-commerce and e-governance in India. The CP and Certifying
Authorities (CAs) are governed by the Controller of Certifying Authorities (CCA).
Certificates issued by CAs contain one or more registered Certificate Policy OID, which
may be used by a Relying Party to decide whether a certificate can be trusted for a
particular purpose.

The Certification Practice Statement (CPS) of IDRBT CA details the practices and
operational procedures implemented to meet the assurance requirements. This CPS is
consistent with the Internet Engineering Task Force (IETF) Public Key Infrastructure
X.509 (IETF PKIX) RFC 3647, Internet X.509 Public Key Infrastructure Certificate Policy
and Certification Practice Statement Framework. Controller of Certifying Authority issues
licenses to operate as Certifying Authority subject to a successful compliance audit of the
CA as per the CPS. The CPS is also

0] intended to apply to and is a legally binding document between the CA, the
Subscribers, the applicants, the Relying Parties, employees, and contractors; and

(i) intended to serve as notice to all parties within the context of the CA CPS

1
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1.2

CPS refers to the various requirements specified under the following guidelines issued

by CCA

(i)  The identity Verification Guidelines [CCA-IVG]: For the identity verification
for different types of certificates like the personal, organizational person, SSL,
encryption, code signing, system certificate, etc.

(i)  Interoperability Guidelines for DSC[CCA-IOG]: For the certificate profile
including content and format of the certificates, key usage, extended key usage,
etc.

(iii)  X.509 Certificate Policy for India PKI[CCA-CP]: Assurance Class, Certificate
policy id, the validity of certificates, key size, algorithm, storage requirements,
audit parameters, etc.

(iv) Guidelines for Issuance of SSL CertificatesfCCA-SSL]: Additional
requirements for the issuance of SSL certificates

(v)  Security Requirements for Crypto Devices [CCA-CRYPTOQ]: The crypto device
management & security requirements for holding subscribers’ private key

(vi) CA Site Specification [CCA-CASITESP]: Requirements for the construction of

the cryptographic site and security requirements

Identification

The contact details are mentioned in section 1.5.2 of this CPS.

The following are the levels of assurance defined in the Certificate Policy. Each level of
assurance has an OID that can be asserted in certificates issued by CA if the certificate
issuance meets the requirements for that assurance level. The OIDs registered under the

CCA are as follows:

Assurance Level OID

Class 1 2.16.356.100.2.1
Class 2 2.16.356.100.2.2
Class 3 2.16.356.100.2.3

The OIDs allocated to CA and CPS are as given below

Serial No. | Product OID
1 IDRBT CA 2.16.356.100.1.2
2 IDRBT CA CPS 2.16.356.100.1.2.2

OID for document signer certificates

IDRBT CA CPS Version 4.1.4

IDRBTCA/DOC/CPS/4.1.4
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| document signer | 2.16.356.100.10.1

1.3 PKI Participants

1.3.1 PKI Authorities

1.3.1.1 Controller of Certifying Authorities (CCA)

In the context of the CPS, the CCA is responsible for:

1. Developing and administering India PKI CP.

2. Compliance analysis and approval of the licensed CAs CPS;

3. Laying down guidelines for Identity Verification, Interoperability of DSCs, and Private
Key storage

4. Ensuring continued conformance of Licensed CAs with the CPS by examining
compliance audit results.

1.3.1.2 CA
The IDRBT CA is licensed by CCA as per Information Technology Act. The primary
function of CA is to issue end-entity certificates.

IDRBT CA certificates are certified by the Root Certifying Authority of India (RCAI). In
India's PKI hierarchy, the Root certificate is the trust anchor for CA certificates. The
following are the CA Certificates issued to CA.

SI No CA Certificates Certified by

1 IDRBT CA 2014 CCA India 2014

2 IDRBT CA SPL 2015 CCA India 2015 SPL
3 IDRBT CA 2022 CCA India 2022

4 IDRBT CA SPL 2022 CCA India 2022 SPL

CA created Sub-CAs to issue Digital Signature Certificates. CA certifies Sub-CA
certificates and these Sub-CAs issue end entity certificates. Sub-CA suspends or revokes
the end-entity Digital Signature Certificates. The CA maintains the Certificate Revocation
List (CRL) CA for the revoked and suspended Digital Signature Certificates in its
repository. CRL is signed by issuing CA.

1.3.1.3 Sub-CA

Sub-CAs are created and maintained in CA Physical infrastructure to meet business
branding requirements. These Sub-CAs, which are part of the same legal entity as the CA,
issue certificates to end entities or subscribers. The list of Sub-CAs is available at
https://idrbtca.org.in.

1.3.2 PKI Services

(i) Certificate Services: Based on the assurance level requirements, CA issues various
classes of Certificates. The category of certificates includes individual,

3
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organizational person, and special types of certificates. These special types of
Certificates include System Certificates, Document Signers, Encryption, etc. The
certificates are issued subjected to the verification requirements specified under
CCA-IVG and annexure-1

(i) CRL Services: CA makes available CRL at https://idrbtca.org.in for freely
downloadable by Subscribers and Relying Parties

(iii) OCSP (Online Certificate Status Protocol) Validation Services: CA provides OCSP
validation services to Relying Parties for certificate status verification in real-time.
The OCSP service of the CA is operated as per CCA-OCSP

(iv) Time Stamping Service: CA Provides Time Stamping Service in accordance with
CCA-TSP.

1.3.3 Registration Authority (RA)

Registration Authority is an entity engaged by CA to facilitate the submission of applicants’
credentials to CA for eKYC account creation. A legally enforceable agreement is executed
between RA with CA.

Registration Authorities will be nominated by the banks concerned with IDRBT and trusted
with IDRBT CA, serving as a point of contact for the registration of users, i.e. to have a
certificate issued. The IDRBT CA will create RA Office at the request of the bank
concerned. The RAs will be appointed by IDRBT CA with set criteria of physical
verification and with the approval of the IDRBT CA Office.

After verification of the credentials of the RA by IDRBT CA, the RA has to appear in
person (if required/ necessary) for face-to-face verification and will be issued a Class 3
Certificate from IDRBT CA. The RA Office will verify the credentials of the subscribers as
mentioned in this CPS and will approve the certificate request and release the request to
IDRBT CA Office for the issuance of the certificate.

Under the IT Act, all functions of RA are subsumed within the IDRBT CA. IDRBT CA is
responsible for all actions of RAs including the correctness of the subscriber information
given by RA which is incorporated using a contractual Master Agreement.

1.3.4 Subscribers

A Subscriber is an entity whose name appears as the subject in a certificate, who asserts
that it uses its key and certificate as per the certificate policy asserted in the certificate,
and who does not itself issue certificates.

1.3.5 Relying Parties

A Relying Party is the entity that relies on the validity of the binding of the Subscriber's
name to a public key. The Relying Party is responsible for deciding whether or how to
check the validity of the certificate by checking the appropriate certificate status
information. The Relying Party can use the certificate to verify the integrity of a digitally
signed message or to identify the creator of a message. A Relying Party may use

4
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information in the certificate (such as certificate policy identifiers) to determine the
suitability of the certificate for a particular use.

1.3.6 Applicability

IDRBT CA issues the following classes of certificates. The Assurance level and
Applicability as defined under India PKI CP is given below

Assurance Assurance Applicability
Level

Class 1 Class 1 certificates shall be issued for bank | This provides a basic level of assurance
officials. These certificates will confirm that the | relevant to environments where there are
information in the application provided by the | risks and  consequences of data
subscriber does not conflict with the information | compromise, but they are not considered to
in well-recognized consumer databases. be of major significance.

Class 3 This certificate will be issued to bank officials | This level is relevant to environments

as well as organizations. As these are high
assurance certificates, primarily intended for e-
commerce applications, they shall be issued to
individuals only on their personal (physical)
appearance before the Certifying Authorities.

where threats to data are high or the
consequences of the failure of security
services are high. This may include very
high-value transactions or high levels of
fraud risk.

1.4 Certificate Usage

1.4.1 Appropriate Certificate Uses

Certificate usage is governed by the IT Act of 2000 and the Interoperability Guidelines
published by CCA.

1.4.2 Prohibited Certificate Uses

Certificate usage is governed by the IT Act of 2000 and the Interoperability Guidelines
published by CCA.

1.5 Policy Administration

1.5.1 Organization administering the document
This CPS is administered by CA and is revised with the approval of CCA.

1.5.2 Contact Person

Questions/Queries regarding this CPS may be directed to the CA at cahelp@idrbt.ac.in
CA can be contacted at the following address.:

The CA Administrator

IDRBT,

Castle Hills, Road No: 1, Masab Tank
Hyderabad — 500057

5
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153

154

155

Telephone Number: +91-40-23294216/17/19/21/23
Fax number: +91-40- 23535157
e-mail: cahelp@idrbt.ac.in

Person Determining Certification Practice Statement Suitability for the Policy

The determination of the suitability of a CPS will be based on an independent auditor’s
results and recommendations.

CPS Approval Procedures
The CCA approves the CPS of the CA and the auditor’s assessment will also be taken into

account.

The IDRBT CA Policy Approval Committee must sanction CPS intended for use within
the IDRBT CA PKI. However, the final approval to the CPS will be made by the
Controller of Certifying Authorities, Ministry of Electronics & Information Technology,
Government of India.

IDRBT CA’s policy authorities consist of:
e Policy Approval Committee
IDRBT CA Policy Approval Committee has been established to maintain the
integrity of the policy infrastructure in IDRBT CA (Ref# IDRBTCA/DOC/SPP:

Security Policies and Procedures).
The same committee periodically reviews the operational requirements of
IDRBT CA Certification Services and revises the policies.

Waivers
There are no waivers to this CPS.

6
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2 PUBLICATION & PKI REPOSITORY RESPONSIBILITIES

2.1 PKI Repositories

CA maintains Hypertext Transfer Protocol (HTTP) or LDAP-based repositories that
contain the following information:
1. CA Certificates
Issued to their sub-CAs
2. Certificate Revocation List (CRL)
Issued by the Licensed CA
Issued by their sub-CAs
3. Digital Signature Certificates issued by CA

2.1.1 Repository Obligations
CA maintains a repository and is available at https://idrbtca.org.in/

2.2 Publication of Certificate Information

2.2.1 Publication of CA Information
See Section 2.1.

2.2.2 Interoperability
See Section 2.1.

2.3 Publication of Certificate Information
CA Certificates and CRLs are published as specified in this CPS in Section 4.

2.4 Access Controls on PKI Repositories

The PKI Repository information which is not intended for public dissemination or
modification is protected.
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3 IDENTIFICATION & AUTHENTICATION

The requirements for identification and authentication are specified under Information
Technology Act, Rules and Guidelines issued thereunder. Before issuing a Certificate, the CA
ensure that all Subject information in the Certificate conforms to the requirements that have been
verified following the procedures prescribed in this CPS.

3.1 Naming

3.11

3.1.2

3.1.3

3.1.4

3.15

3.1.6

Types of Names

CA:s issue certificates containing an X.500 Distinguished Name (DN) in the Issuer and
Subject fields. Subject Alternative Name may also be used if marked non-critical. Further
requirements for name forms are specified in [CCA-IOG].

Need for Names to be Meaningful
The certificates issued according to this CPS take care of the following

(i) Names used in the certificates identify the person or object to which they are
assigned in a meaningful way.

(i) The DNs and associated directory information trees reflect organizational
structures.

(iii) The common name represents the subscriber in a way that is easily
understandable by humans. For people, this will typically be a legal name. For
equipment, this may be a model name and serial number, or an application
process

Anonymity of Subscribers
CA does not issue subscriber certificates with anonymous identities.

Rules for Interpreting Various Name Forms
Rules for interpreting name forms will be according to applicable Standards.

Uniqueness of Names

Name uniqueness for interoperability or trustworthiness is enforced in association with
serial numbers.

Recognition, Authentication & Role of Trademarks
No stipulation.
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3.1.7

Name Claim Dispute Resolution Procedure

The CA resolves any name collisions (in association with the serial number or unique
identifier) brought to its attention that may affect interoperability or trustworthiness.

3.2 Initial Identity Validation

3.2.1

3.2.2

3.2.3

Method to Prove Possession of Private Key

In all cases where the DSC applicant named in a certificate generates its keys, the DSC
applicant is required to prove possession of the private key, which corresponds to the
public key in the certificate request. This will be performed by the DSC applicant using its
private key to sign a value and provide that value to the issuing CA. The CA then
validates the signature using the DSC applicant public key.

Authentication of Organization user Identity

Requests for certificates in the name of an organizational user are mandated to include the
user name, organization name, address, and documentation providing the existence of the
organization. CA verifies the information relating to the authenticity of the requesting
representative as per the requirements mentioned under Annexure 1.

Authentication of Individual Identity

CA follows the process of the applicant’s identity verification as specified under CCA-
IVG. CA provides a software interface for key generation by DSC applicants and ensures
that the applicant’s identity information and public key are properly bound. Additionally,
the CA records the process that was followed for the issuance of each certificate. Process
information depends upon the certificate level of assurance and is addressed in the
applicable CPS. The process documentation and authentication requirements include the
following:

Lo

The identity of the person performing the identity verification;

2. A signed declaration by that person on the application is that he or she verified the
identity of the applicant;

3. The applicant is required to present one photo ID and also an attested document as
proof of residential address.

4. Unique identifying numbers from the Identifier (ID) of the verifier and an ID of the
applicant;

5. The date and time of the verification; and

6. A declaration of identity signed by the applicant using a handwritten signature or
equivalent per Indian Laws.

7. ldentity is established by in-person proofing before CA or an equivalent mechanism

like online Video Verification. To confirm identities; the information provided by

whom is verified to ensure legitimacy.

3.2.3.1 Authentication of Component Identities

Requests are accepted from the human sponsor in the case of computing and
communications components (routers, firewalls, servers, etc.), which are named as
the certificate subject. The human sponsor will be responsible for providing the
following registration information:
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1. Equipment identification (e.g., serial number) or service name (e.g., Domain

Name Service (DNS) name)

Equipment public keys

3. Contact information to enable CA to communicate with the sponsor when
required

n

3.2.4 Non-verified Subscriber Information
CA does not include non-verified Information provided by DSC applicants in certificates.

3.2.5 Validation of Authority

Certificates that contain explicit or implicit organizational affiliation are issued only after
ascertaining the applicant has the authorization to act on behalf of the organization in the
asserted capacity. The procedure followed by CA to establish the applicant’s affiliation to
the organization is as specified under CCA-IVG.

3.2.6 Criteria for Interoperation
Certificates are issued in compliance with CCA-10G to ensure interoperability.

3.3 ldentification and Authentication for Re-Key Requests

3.3.1 ldentification and Authentication for Routine Re-key

The subscribers have to undergo a fresh identity-proofing process for the period for which
the certificate has been issued. The maximum time for which initial identity-proofing can
be relied upon for issuance of a fresh certificate is as per the table below:

Assurance Level Initial Identity Proofing
Class 1 2 Years
Class 3 2 Years

When the current Signing Key is used for identification and authentication purposes, the
life of the new certificate will not exceed the initial identity-proofing period specified in
the table above.

3.3.2 ldentification and Authentication for Re-key after Revocation

If a certificate has been revoked, CA issue a fresh certificate to the subscriber-only after
the initial registration process described in Section 3.2 to obtain a new certificate.

3.4 ldentification and Authentication for Revocation Request
Revocation requests are authenticated in the following manner.

1. Electronic requests to revoke a certificate authenticated using that certificate's
associated public key, regardless of whether or not the private key has been
compromised.

2. In case the possession of the key is not with the subscriber, suspend/revoke the
certificate after verifying the subscriber’s identity.
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3. In the case where the subscriber is not in a position to communicate (death,
unconscious state, mental disorder), revoke the certificate after verification

The subscriber should request the RA or IDRBT CA as the case may be for the
certificate revocation specifying the reason. RA should approve and forward the
revocation request to the IDRBT CA. Where sufficiently reliable authentication of
the revocation list is not possible, the IDRBT CA accepts or reject the request on
the best possible judgment basis. If IDRBT CA is in doubt and cannot receive
further information on whether to revoke or not, priority will be given to the
revocation. The certificate holder will be informed that the certificate has been
revoked and the reasons for revocation will be presented. The IDRBT CA will log
all actions taken during a revocation process.
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4 CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS

4.1

41.1

412

Communication among the CA, RA, and the subscriber are implemented with requisite
security services (i.e., source authentication, integrity, non-repudiation, or confidentiality)
applied to them commensurate with the assurance level of the certificate being managed.

Physical documents are packaged and transported in a tamper-evident manner by a certified
mail carrier to meet integrity and confidentiality requirements.

When cryptography is used, CA implemented the mechanism, at least as strong as the
certificates being managed, to secure web site using Secure Socket Layer (SSL) certificate
and set it up with appropriate algorithms and key sizes to satisfy the integrity and
confidentiality requirements for certificate management.

Based on the content of communication, all, or none of the security services are enforced.

Certificate requests

The applicant intending to obtain DSC from CA needs to submit a DSC application form
filled with identity details, address, photo, and signature with duly attested supporting
documents to CA. On receipt of the request and information in the prescribed format, CA
carries out the verification of documents and Video and Mobile number verification if
applicable. The detailed requirements for each category of DSC applicants are specified
under CCA-IVG.

A signed declaration by the person performing the identity verification is recorded on the
DSC application form that he or she verified the identity of the applicant.

Upon the approval of the CA trusted person for the DSC application request, the DSC is
issued to the DSC applicant. The DSCs are published on the repository of the CA, on
acceptance by the subscriber.

Submission of Certificate Application

The DSC applicant is required to submit the duly filled DSC application form along with
the supporting documents to CA. The application forms for various types of certificates
are available on the CA website at https://idrbtca.org.in.

Enrollment Process and Responsibilities
For certificates, all end-user applicants undergo an enrollment process consisting of:

e Completing and submitting a certificate application form and providing the
required information,

e (Generating a key pair.
e Delivering his/ her, or its public key to CA
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e Demonstrating to CA that the certificate applicant has possession of the private key
corresponding to the public key delivered to CA.
e Manifesting assent to the relevant subscriber agreement.

4.2 Certificate Application Processing

CA verifies that information in certificate applications is accurate based on the attested
supporting documents, telephonic interaction, Video Verification, and other procedures
specified under CCA-IVG.

4.2.1 Performing ldentification and Authentication Functions
See Section 3.2.3 and subsections thereof.

4.2.2 Approval or Rejection of Certificate Applications

Certificate Applications submitted to the CA for processing could result in either approval
or denial.

4.3 Certificate Issuance

After a certificate applicant submits a certificate application, the CA verifies or refutes the
information in the certificate application. Upon successful verification based on all required
authentication procedures for various classes of certificates, forward the certificate
application for approval. The applicant’s request for certificate issuance is reviewed by a
trusted person which may result in approval or denial of the certificate.

The responses received from publically available databases, used to confirm Subscriber
information, are protected from unauthorized modification.

4.3.1 CA Actions during Certificate Issuance

CA verifies the source of a certificate request before issuance. If the crypto medium has
opted for key generation and storage, the details such as make, model, serial no, etc are
also recorded.  Certificates are checked to ensure that all fields and extensions are
properly populated. After generation, verification, and acceptance, CA publishes the
certificate in the repository.

4.3.2 Notification to Subscriber of Certificate Issuance

CA will notify the subject (End Entity Subscriber) of certificate issuance through email
and internet links.

4.4 Certificate Acceptance

4.4.1 Conduct Constituting Certificate Acceptance

The DSC applicant must confirm acceptance of the certificate upon notification of
issuance by the CA. Notification and link are sent to the subscriber for downloading the
certificate. The content of the certificate will be displayed to the subscriber along with the
download option. Downloading the certificate constitutes the subscriber’s acceptance of
the certificate.
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4.4.2 Publication of the Certificate by the CA
See Section 2.1.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities
No Stipulation.

4.5 Key Pair and Certificate Usage

4.5.1 Subscriber Private Key and Certificate Usage

Subscribers are liable to protect their private keys from access by any other party. For
individual Signature certificates, subscribers are required to generate key pairs in FIPS
140-2 level 2 crypto devices.

Subscribers are also required to use their private keys for the purposes as constrained by
the extensions (such as key usage, extended key usage, certificate policies, etc.) in the
certificates issued to them.

4.5.2 Relying Party Public Key and Certificate Usage

Relying Parties are required to use public key certificates and associated public keys for
the purposes as constrained by the extensions (such as key usage, extended key usage,
certificate policies, etc.) in the certificates.

4.6 Certificate Renewal

Renewing a certificate means creating a new certificate with the same name, for the time
remaining in validity and other information as the old one, but with a new, extended
validity period and a new serial number. Certificates are renewed by CA only if the public
key has not reached the end of its validity period, the associated private key has not been
compromised, and the Subscriber name and attributes are unchanged.

4.6.1 Circumstances for Certificate Renewal

A certificate may be renewed if the public key has not reached the end of its validity
period, the associated private key has not been revoked or compromised, and the
Subscriber name and attributes are unchanged. Requests for renewal of certificates are
not accepted by CA at present due to the constraint present in the CCA-IVG.

4.6.2 Who may Request Renewal
In a normal scenario,

A Subject may request the renewal of its certificate.
A PKI Sponsor may request renewal of the component certificate.
A CA may request renewal of its subscriber certificates, e.g., when the CA re-keys.

4.6.3 Processing Certificate Renewal Requests

In the normal scenario, a certificate renewal will be using one of the following
processes:

1. The initial registration process as described in Section 3.2; or
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4.6.4

4.6.5

4.6.6

4.6.7

4.7

4.7.1

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

2. ldentification & Authentication for Re-key as described in Section 3.3, except the
old key can also be used as the new key.

Notification of New Certificate Issuance to Subscriber
See Section 4.3.2.

Conduct Constituting Acceptance of a Renewal Certificate
See Section 4.4.1.

Publication of the Renewal Certificate by the CA
See Section 4.4.2.

Notification of Certificate Issuance by the CA to Other Entities
See Section 4.4.3.

Certificate Re-Key

Re-keying a certificate means that a new certificate is created that has the same
characteristics and level as the old one, except that the new certificate has a new, different
public key (corresponding to a new, different private key) and a different serial number,
and it may be assigned a different validity period. At present, CA does not offer a
certificate Re-Key option to subscribers.

Circumstances for Certificate Re-key

CA issue a new certificate to the Subject when the Subject has generated a new key pair
and is entitled to a certificate subject to the requirements set forth under CCA-IVG.

Who may Request Certification of a New Public Key
A subscriber may request the re-key of its certificate.

A PKI Sponsor may request a re-key of the component certificate.

Processing Certificate Re-keying Requests

A certificate re-key is achieved using one of the following processes:
1. The initial registration process as described in Section 3.2; or
2. ldentification & Authentication for Re-key as described in Section 3.3.

Notification of New Certificate Issuance to Subscriber
See Section 4.3.2.

Conduct Constituting Acceptance of a Re-keyed Certificate
See Section 4.4.1.

Publication of the Re-keyed Certificate by the CA
See Section 4.4.2.
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4.7.7 Notification of Certificate Issuance by the CA to Other Entities
See Section 4.4.3.

4.8 Certificate Modification
No Stipulation

4.9 Certificate Revocation and Suspension

CA authenticates the request for revocation before revocation. Subscribers are required to
submit paper-based revocation requests as specified under IT CA Rules. Electronic requests
to revoke a certificate have to be authenticated using that certificate's associated private
key, regardless of whether or not the private key has been compromised.

4.9.1 Circumstances for Revocation of a Certificate

A certificate is revoked when the binding between the subject and the subject’s public key
defined within a certificate is no longer considered valid. Some of the circumstances that
invalidate the binding are:

1. Identifying information or affiliation components of any name(s) in the certificate

become invalid;

The Subject can be shown to have violated the stipulations of its agreement with CA;

The private key is suspected of compromise; or

4. The Subject or other authorized party (CPS) asks for the subscriber’s certificate to be

revoked.

The private key is lost

6. Subscriber is not in a position to use certificate(Death — a copy of Death certificate
made available to CA)

wmn

o

Whenever any of the above circumstances occur, CA revokes the certificate and places it
on the CRL. Revoked certificates are included on all new publications of the certificate
status information until the certificates expire. CA ensures that the revoked certificate
will appear on at least one CRL.

4.9.2 Who Can Request Revocation of a Certificate

A certificate subject, human supervisor of a human subject (for organizational user),
Human Resources (HR) person for the human subject (for organizational user), PKI
Sponsor for component, or CA, may request revocation of a certificate.

For CA certificates, authorized individuals representing CA may request the revocation of
certificates.

4.9.3 Procedure for Revocation Request

CA identifies the certificate to be revoked as mentioned in the request for revocation, the
reason for revocation, and verifies the authentication requirements (e.g., digitally or
manually signed by the subject). CA may perform Telephonic verification and video
verification to ensure the identity of the subscriber.

Upon receipt of a revocation request, CA authenticates the request and then revokes the
certificate, and informs the subscriber about the revocation of the certificate by email.
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4.9.4

495

4.9.6

4.9.7

4.9.8

4.9.9

Revocation Request Grace Period

There is no revocation grace period. Responsible parties must request revocation as soon
as they identify the need for revocation.

Time within which CA must Process the Revocation Request

CA make its best efforts to process revocation request so that it is posted in the next CRL
unless a revocation request is received and approved within two hours of the next CRL
generation.

Revocation Checking Requirements for Relying Parties

The use of revoked certificates could have damaging or catastrophic consequences in
certain applications. The matter of how often new revocation data should be obtained is a
determination to be made by the Relying Party. If it is temporarily infeasible to obtain
revocation information, then the Relying Party must either reject the use of the certificate,
or make an informed decision to accept the risk, responsibility, and consequences for
using a certificate whose authenticity cannot be guaranteed to the standards of this policy.
Such use may occasionally be necessary to meet urgent operational requirements.

CRL Issuance Frequency

CA issues CRLs periodically, even if there are no changes to be made, to ensure the
timeliness of the information. Certificate status information may be issued more
frequently than the issuance frequency described below. CA ensures that superseded
certificate status information is removed from the PKI Repository upon posting the latest
certificate status information.

CA publishes CRLs no later than the next scheduled update.
CA issue CRLs at least once every 24 hours with a minimum validity of 7 days.

In addition, CA issues CRLs and posts the CRL immediately if a certificate is revoked for
the reason of a key compromise.

Maximum Latency for CRLs

CA publishes CRLs immediately after generation. Furthermore, each CRL will be
published no later than the time specified in the nextUpdate field of the previously issued
CRL. CAs issue CRLs at least once every 24 hours, and the nextUpdate time in the CRL
may be no later than 7 days after issuance time (i.e., the thisUpdate time).

Online Revocation Checking Availability
CA supports online certificate status checking. Client software using online certificate
status checking need not obtain or process CRLSs.

The online revocation/status checking provided by CA meets or exceeds the requirements
for CRL issuance stated in 4.9.7.

IDRBT CA provides an online Directory Server for verifying the status of Certificates
issued within the IDRBT CA PKI. IDRBT CA may implement the Online Certificate
Status Protocol (OCSP) in the future for the online status checking of the certificates.
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4.9.100nline Revocation Checking Requirements
No stipulation beyond Section 7.3.

4.9.110ther Forms of Revocation Advertisements Available
Other than the implementation of CRLs and online revocation status, no other forms of
online revocation status will be provided by CA.
4.9.11.1 Checking Requirements for Other Forms of Revocation Advertisements
No stipulation.

4.9.12Special Requirements Related To Key Compromise
None beyond those stipulated in Section 4.9.7.

4.9.13 Circumstances for Suspension

The suspension will be permitted if a user’s token holding a private key is temporarily
unavailable to them.

4.9.14 Who can Request a Suspension

A human subscriber, human supervisor of a human subscriber (organizational user),
Human Resources (HR) person for the human subscriber (organizational user), or issuing
CA, may request suspension of a certificate.

4.9.15 Procedure for Suspension Request

The requester submitting a request to suspend a certificate should provide the information
to identify the certificate to be suspended, explain the reason for suspension, and allow the
request to be authenticated (e.g., digitally or manually signed).

The reason code CRL entry extension will be populated with “certificate Hold” by CA.
The Hold Instruction Code CRL entry extension will be absent.

4.9.16 Limits on Suspension Period

A certificate may only be suspended for up to 15 days. If the subscriber has not removed
their certificate from hold (suspension) within that period, the certificate will be revoked
for the reason of “Key Compromise”.

To mitigate the threat of an unauthorized person removing the certificate from hold, the
subscriber identity will be authenticated in person using the initial identity proofing
process described in Section 3.2.3.

4.10 Certificate Status Services

IDRBT CA provides an online Directory Server for verifying the status of Certificates
issued within the IDRBT CA PKI. IDRBT CA may implement the Online Certificate
Status Protocol (OCSP) in the future for the online status checking of the certificates.

4.10.10perational Characteristics
No stipulation.
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4.10.2Service Availability

Relying Parties are bound to their obligations and the stipulations of this CPS irrespective
of the availability of the online certificate status service.

4.10.3 Optional Features
No stipulation.

4.11 End of Subscription
No stipulation.

4.12 Key Escrow and Recovery

4.12.1Key Escrow and Recovery Policy and Practices
Under no circumstances end entity signature key will be escrowed by a third-party.
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5 FACILITY MANAGEMENT & OPERATIONAL CONTROLS

5.1 Physical Controls
CA operation premises are actively monitored with redundant power and notification
methods. Sensitive areas within the facility, such as power and network connection are also
controlled within the protected facility.

The operation site has multiple tiers of security enforced through Photo ID badges,
proximity cards, and biometric access devices. All visitors are escorted by trusted persons
and every visitor signs the visitor’s log.

The facility is continually staffed (24x7), either by trusted persons or by an on-site guard
service during non-business hours.

5.1.1 Site Location & Construction

The system components and operation of CA are contained within a physically protected
environment to deter, detect and prevent unauthorized use of, access to, or disclosure of
sensitive information. The physical security standards are modeled as per the physical and
operational security guidelines mentioned in the Information Technology Act.

CA’s primary site consists of Five physical security tiers comprising of:

Tier 1: The common area in the vicinity of the CA operations set-up where in physical
access check is performed. This is the area where common facilities are incorporated.
Tier 2: This is the first level where CA operations commence. This is manned by
physical security personnel and also enforces physical proximity access control
restricting entries only to CA-authorized personnel.

Tier 3: Enables two-factor authentications (biometrics and physical proximity). The
receiving and dispatch are carried out in this area.

Tier 4: This is where the core CA operations are housed. Servers are installed in this
area.

Tier 5: Certificate issuance and revocation is done in this area which houses the
Certificate Manager server. The Key Ceremony is also done here. The HSM module is
housed in this area.

5.1.2 Physical Access
5.1.2.1 CA Physical Access

CA has implemented a mechanism to protect equipment from unauthorized access.
The physical security requirements laid down for the CA equipment are:
1. No unauthorized access to the hardware is permitted

2. All removable media and paper containing sensitive plain-text information is
stored in secure containers

All entries/exits are monitored either manually or electronically.

4. access logs are maintained and inspected periodically
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5.13

5.1.4

5.1.5

516

5.1.7

5.1.8

5. Multiple layers of increasing security are provided in areas such as the
perimeter, building, and CA room

6. Two-person physical access controls are required for both the cryptographic
module and computer system for CAs.

Power and Air Conditioning

CAs secure facilities are equipped with primary and backup power systems to ensure
continuous, uninterrupted access to electric power and also these secure facilities are
equipped with air conditioning systems to control temperature and relative humidity.

PKI Repositories are provided with Uninterrupted Power sufficient for a minimum of 24
hours of operation in the absence of commercial power, to support the continuity of
operations.

Water Exposures

CA locations are reasonably protected against floods and other damaging exposure to
water.

Fire Prevention & Protection

CA facility is equipped to prevent and extinguish fires. Appropriate procedures have also
been implemented to minimize the damage due to smoke and fire exposure. These
measures also meet all applicable fire safety regulations.

Media Storage

All media containing production software and data, audit, archive, or backup information
are stored within CA facilities and also in a secure off-site storage facility with
appropriate physical and logical access controls designed to limit access to only
authorized personnel and protect such media from accidental damage (e.g., water, fire,
and electromagnetic exposure).

Waste Disposal

Sensitive documents and materials are shredded before disposal. Media used to collect or
transmit sensitive information are rendered unreadable before disposal. Cryptographic
devices are physically destroyed or zeroed following the manufacturer’s guidance before
disposal. Other wastes are disposed of as per the CA’s normal waste disposal
requirements.

Off-Site backup

Full system backups of the CAs sufficient to recover from system failure, are created on a
periodic schedule, and incrementally backup copies are stored at an offsite location.
Backups are performed and stored off-site not less than once every 7 days. The data is
properly secured based on the classification of data, which is defined by the Certifying
Authority in the security policy.
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5.2 Procedural Controls

5.2.1 Trusted Roles
CA ensures that
1. The person filling the role is trustworthy and properly trained.
2. The functions are distributed among more than one person so any malicious
activity would require collusion.

CA operations are carried out by four roles which are listed below:

1. CA Administrator — authorized to install, configure, and maintain the CA;
establish and maintain user accounts; configure profiles and audit parameters; and
generate keys runnel for section system communication.

2. CA Officer — authorized to verify and approve certificates or certificate
revocations.

3. Audit Administrator — authorized to view and maintain audit logs.

4. System Administrator — authorized to perform system backup and recovery.

The following sections define these and other trusted roles.

5.2.1.1 CA Administrator
The administrator is responsible for:

Installation, configuration, and maintenance of the CA;

Establishing and maintaining CA system accounts;

Configuring certificate profiles or templates and audit parameters, and;
Generating and backing up CA keys.

Administrators will not issue certificates to subscribers.

5.2.1.2 CA Officer
The CA officer is responsible for issuing certificates, that is:

1. Registering new subscribers and requesting the issuance of certificates;

2. Verifying the identity of subscribers and the accuracy of the information
included in certificates;

3. Approving and executing the issuance of certificates, and,;

4. Requesting, approving, and executing the revocation of certificates.

agrwdE

5.2.1.3 Audit Administrator
The Audit Administrator is responsible for:
1. Reviewing, maintaining, and archiving audit logs;
2. Performing or overseeing internal compliance audits to ensure that the CA is
operating as per its CPS;
5.2.1.4 System Administrator

The System Administrator is responsible for the routine operation of the CA equipment
and operations such as system backups and recovery or changing recording media.

5.2.1.5 Organizational Registration Authority

For organizational RA, the responsibilities are:
1. Verifying the organizational identity of the applicant.
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2. Entering applicant's information, and verifying correctness;

3. Securely communicating requests and responses from/to the CA,
The roles of RAs engaged by CAs are limited only to the collection of DSC application
forms and supporting documents and the facilitation of the issuance of DSC to
applicants.

5.2.1.6  PKI Sponsor

522

5.2.3

A PKI Sponsor fills the role of a Subscriber for non-human system components that
are named public key certificate subjects. The PKI Sponsor works with the CAs to
register components (routers, firewalls, etc.) following Section 3.2.3.1 and is
responsible for meeting the obligations of Subscribers as defined throughout this
document.

Number of Persons Required per Task

Separate individuals are identified for each trusted role to ensure the integrity of the CA
operations. Two or more persons are required to perform the following tasks for CAs that
issue Class 1, Class 2, or Class 3 certificates:

1. CA key generation;
2. CA signing key activation; and
3. CA private key backup.

In addition, sensitive CA operations like operations of the cryptographic units and
certificate manager require the m-out-of-n control to handle the operations of these
sensitive functions. Also, split control is implemented to ensure segregation between
physical and logical access to systems. Personnel having secret shares do not have
physical access and vice-versa. All roles are assigned to multiple persons to support the
continuity of operations.

Identification and Authentication for Each Role

All personnel seeking to become trusted persons are required to be in the payroll of CA.
Thorough background checks are carried out before engaging such personnel for CA
Operations. The Certifying Authority follow the procedures approved by management for
the background check and there are documented for audit purpose.

CA ensures that personnel has achieved trusted status and approval has been given before
such personnel is:

e Issued access devices and granted access to the required facilities
e Issued electronic credentials to access and perform specific functions on CA’s IT
systems.

5.2.4 Roles Requiring Separation of Duties

Role separation is enforced either by the CA equipment, or procedurally, or by both
means. Individuals may assume more than one role, except:

1. Individuals who assume an Officer role will not assume CA Administrator
or Audit Administrator role;
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2. Individuals who assume an Audit Administrator role will not assume any
other role on the CA; and

3. Under no circumstances any of the four roles will perform its own
compliance audit function.

4.No individual will be assigned more than one identity

5.3 Personnel Controls

531

5.3.2

5.3.3

Qualifications, Experience, and Clearance Requirements

All persons filling trusted roles will be selected based on trustworthiness, and integrity,
and are subject to a background investigation. Personnel will be appointed to trusted roles
(CA trusted roles) based on:

1. Having completed an appropriate training program;

2. Having demonstrated the ability to perform their duties;

3. Being trustworthy;

4. Having no other duties that would interfere or conflict with their duties for the
trusted role;

5. Having not been previously relieved of duties for reasons of negligence or non-
performance of duties;

6. Having not been denied a security clearance, or had a security clearance revoked for
cause;

7. Having not been convicted of an offense; and

8. Being appointed in writing by an appointing authority.

Background Check Procedures

All persons filling trusted roles (including CA trusted roles) should have completed a
favorable background investigation. The scope of the background check includes the
following areas covering the past five years:

1. Employment;
2. Education (Regardless of the date of award, the highest educational degree will
be verified);
3. Place of residence (3 years);
4. Law Enforcement; and
5. References
The results of these checks will not be released except as required in Sections 9.3 and 9.4

The background will be verified every three years.

Training Requirements

CA ensures that all personnel performing duties concerning the operation of a CA
receive comprehensive training. Training will be conducted in the following areas:

1. CA security principles and mechanisms

2. All PKI software versions in use on the CA system

3. All PKI duties they are expected to perform

4. Disaster recovery and business continuity procedures.
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5. Subscriber verification requirements

5.3.4 Retraining Frequency and Requirements

Training (awareness) is conducted to make the trusted personnel aware of any significant
change to the operations, and the executions of the such plan are documented. Such
changes are CA software or hardware upgrade, changes in automated security systems,
and relocation of equipment.

Periodic security awareness and any new technology changes training is provided on an
ongoing basis, based on the newer versions or releases of the products.

5.3.5 Job Rotation Frequency and Sequence
IDRBT CA personnel will undergo job rotation practices as per the Human Resources
Policy of IDRBT.

5.3.6 Sanctions for Unauthorized Actions

CA will take appropriate administrative and disciplinary actions against personnel who
violate this policy. Action taken will be documented.

5.3.7 Documentation Supplied To Personnel

All the relevant documents relating to CA operation required for trusted personnel to
perform their duties such as Certificate Policy, the applicable CPS, Verification
Guidelines, user Manuals, Administrator Manual, policies or contracts, etc are made
available to CA personnel. CA maintains the documents identifying all personnel who
received training and the level of training completed.

5.4 Audit Logging Procedures

Audit log files are generated for all events relating to the security of the CAs. The security
audit logs are either automatically collected or if not possible, a logbook, paper form, or
other physical mechanism is used. All security audit logs, both electronic and non-
electronic, are retained and made available during compliance audits. The security audit
logs for each auditable event defined in this section are maintained as per Section 5.5.2.

5.4.1 Types of Events Recorded

All security auditing capabilities of the CA operating system and the CA applications
required by this CPS are enabled. Each audit record includes the following (either
recorded automatically or manually for each auditable event):

1. The type of event,

2. The date and time the event occurred,

3. Success or failure where appropriate, and

4. The identity of the entity and/or operator that caused the event.
The following events are audited:
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Auditable Event CA
SECURITY AUDIT

Any changes to the Audit parameters, e.g., audit frequency, type of event
audited

Any attempt to delete or modify the Audit logs
IDENTITY-PROOFING

Successful and unsuccessful attempts to assume a role

The value of the maximum number of authentication attempts is changed

The number of unsuccessful authentication attempts exceeds the maximum
authentication attempts during user login

An Administrator unlocks an account that has been locked as a result of
unsuccessful authentication attempts

An Administrator changes the type of authenticator, e.g., from a password to a
biometric

LOCAL DATA ENTRY

All security-relevant data that is entered in the system
REMOTE DATA ENTRY

All security-relevant messages that are received by the system
DATA EXPORT AND OUTPUT

All successful and unsuccessful requests for confidential and security-relevant
information

KEY GENERATION

Whenever the Component generates a key (not mandatory for single session or
one-time use symmetric keys)

PRIVATE KEY LOAD AND STORAGE
The loading of Component private keys

All-access to certificate subject Private Keys retained within the CA for key
recovery purposes

TRUSTED PUBLIC KEY ENTRY, DELETION, AND STORAGE

All changes to the trusted Component Public Keys, including additions and
deletions

PRIVATE AND SECRET KEY EXPORT

The export of private and secret keys (keys used for a single session or message
are excluded)
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Auditable Event CA
CERTIFICATE REGISTRATION
All certificate requests
CERTIFICATE REVOCATION
All certificate revocation requests
CERTIFICATE STATUS CHANGE APPROVAL
The approval or rejection of a certificate status change request
CONFIGURATION
Any security-relevant changes to the configuration of the Component
ACCOUNT ADMINISTRATION
Roles and users are added or deleted
The access control privileges of a user account or a role are modified
CERTIFICATE PROFILE MANAGEMENT
All changes to the certificate profile
CERTIFICATE STATUS PROVIDERMANAGEMENT
All changes to the CSP profile (e.g. OCSP profile)
REVOCATION PROFILE MANAGEMENT
All changes to the revocation profile
CERTIFICATE REVOCATION LIST PROFILE MANAGEMENT
All changes to the certificate revocation list profile
MISCELLANEOUS
Appointment of an individual to a Trusted Role
Designation of personnel for multiparty control
Installation of the Operating System
Installation of the PKI Application
Installation of hardware cryptographic modules
Removal of hardware cryptographic modules
Destruction of cryptographic modules
System Startup
Logon attempts to PKI Application

Receipt of hardware / software
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Auditable Event CA

Attempts to set passwords
Attempts to modify passwords
Back up of the internal CA database
Restoration from back up of the internal CA database
File manipulation (e.g., creation, renaming, moving)
Posting of any material to a PKI Repository
Access to the internal CA database
All certificate compromise notification requests
Loading tokens with certificates
Shipment of Tokens
Zeroizing Tokens
Re-key of the Component

CONFIGURATION CHANGES
Hardware
Software
Operating System
Patches
Security Profiles

PHYSICAL ACCESS /SITE SECURITY

Personnel Access to room housing Component

Access to the Component
Known or suspected violations of physical security

ANOMALIES
Software error conditions
Software check integrity failures
Receipt of improper messages
Misrouted messages
Network attacks (suspected or confirmed)
Equipment failure

Electrical power outages
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54.2

54.3

5.4.4

5.4.5

5.4.6

5.4.7

Auditable Event CA
Uninterruptible Power Supply (UPS) failure
Obvious and significant network service or access failures
Violations of Certificate Policy
Violations of Certification Practice Statement

Resetting the Operating System clock

Frequency of Processing Audit Logs

Audit logs are examined for key security and operational events at least every week. In
addition, CA reviews its audit logs as required in the event of any suspicious or unusual
activity based on irregularities and incidents within CA systems.

The processing of audit logs includes a review of the audit logs and a recording of
significant events in an audit log summary. It includes a verification that the log has not
been tampered with, a brief inspection of all log entries, and a detailed investigation of
any irregularities in the logs. Actions taken based on audit log reviews are recorded.

Retention Period for Audit Logs
See Section 2.

Protection of Audit Logs
System configuration and procedures are implemented together to ensure that:
1. Only authorized people have read access to the logs;

2. Only authorized people may archive audit logs; and,
3. Audit logs are not modified.

After back-up and archiving, the audit logs are allowed by the system to be over-written.

Audit Log Backup Procedures
Audit logs and audit summaries are archived as per Section 5.5.1.

Audit Collection System (internal vs. external)
Automated audit data is generated and recorded at the application, network, and operating
system levels. Manually generated audit data is recorded by CA personnel.

Audit processes are invoked at system startup and cease only at system shutdown. In the
case of failure of the audit collection system, CA operations are suspended until the
problem is remedied.

Notification to Event-Causing Subject

This CPS imposes no requirement to provide notice (that an event was audited) to the
individual, organization, device, or application that caused the event.
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5.4.8 Vulnerability Assessments

Events in the audit log are recorded, in part, to monitor system vulnerabilities. A
vulnerability assessment is performed, reviewed, and revised following an examination of
these monitored events.

5.5 Records Archival

5.5.1 Types of Records Archived

CA retains an archive of information and actions that are material to each certificate
application and to the creation, Issuance, revocation, expiration, and renewal of each
certificate issued by the CA. These records include all relevant evidence regarding:

Data To Be Archived
Certification Practice Statement
Contractual obligations
System and equipment configuration
Modifications and updates to the system or configuration
Certificate requests
Revocation requests
Subscriber identity authentication data as per Section 3.2.3
Documentation of receipt and acceptance of certificates
Documentation of receipt of Tokens
All certificates issued or published
Record of Component CA Re-key
All CRLs and CRLs issued and/or published
All Audit Logs
All Audit Log Summaries
Other data or applications to verify archive contents

Compliance audit reports

5.5.2 Retention Period for Archive

Records associated with certificates are archived for 7 years from the date of expiry of the
certificate.

5.5.3 Protection of Archive

CA protects its archived records so that only authorized persons can access the archived
data. CA protects the archive against unauthorized viewing, modification, deletion, or
tampering, by storage within a trustworthy system. The media holding the archive data and
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the systems required to process the archive data are maintained to ensure that the archive
data can be accessed for the period

5.5.4 Archive Backup Procedures

CA creates backup copies of archives compiled as and when the archives are created.
Backup copies of the archive and copies of paper-based records are maintained in an off-
site disaster recovery/ warehouse facility. CA has implemented a process to scan and
digitize the physical documents to ensure tracking and easy retrieval.

5.5.5 Requirements for Time-Stamping of Records
Archived records are time-stamped such that the order of events can be determined.

Certificates, CRLsS, other revocation databases, and usage entries contain time and date
information provided by System time, which is synchronized with IST (NPLI).

5.5.6 Archive Collection System (internal or external)
The archive collection system is internal to the CA.

5.5.7 Procedures to Obtain & Verify Archive Information

Only CA-trusted personnel are permitted to access the archived data. Additionally, the
archive information may be made available to the CCA upon request.

5.6 Key Changeover

CA keys are changed periodically as stipulated by the ITAct and the key changes are
processed as per key generation specified in this CPS. If CA private key is used to sign
CRLs, then the key will be retained and protected.

CA provides reasonable notice to the subscriber’s Relying Parties of any change to a new
key pair used by CA to sign digital certificates under its trust hierarchy. The subscribers is
issued a digital certificate for a specified period. The subscribers generate a new private-
public key pair and submit the public key along with the new application to the CA for
generating a new Certificate, preferably before the existing certificate expires.

The following table provides the lifetimes for certificates and associated private keys.

Key 2048 Bit Keys
Private Key Certificate
Intermediate CA 10 years 10 years
Sub-CA 10 years 10 years
Time Stamping 3 years 3 years
OCSP Responder 1 year 1 year
Human Subscriber Signature 3 years 3 years
Human Subscriber Encryption 3 years 3 years
SSL 2 years 2 years
Device/System 3 years 2 years
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5.7 Compromise and Disaster Recovery

5.7.1

5.7.2

5.7.3

IDRBT CA has implemented a robust combination of physical, logical, and procedural
controls to minimize the risk and potential impact of a key Compromise or disaster.
(Ref# IDRBTCA/DOC/BCP: Business Continuity Plan).

This plan would consist of a detailed manual covering all the aspects of compromise and
disaster recovery like key compromise, crashing of systems both software and hardware,
corruption of systems both the hardware and software, communication failures, problems
arising out of the strike, fire, flood or any other natural disaster.

The staff would be identified and trained to conduct these operations if, any disaster
happens. Twice a year, a dry run will be conducted to test the efficacy and adequacy of
the systems to take care of the compromise situation and disaster recovery plan.

Incident and Compromise Handling Procedures

If a CA detects a potential hacking attempt or other forms of compromise, it will perform
an investigation to determine the nature and the degree of damage. If the CA key is
suspected of compromise, the procedures outlined in Section 5.7.3 will be followed.
Otherwise, the scope of potential damage will be assessed to determine if the CA needs to
be rebuilt, only some certificates need to be revoked, and/or the CA key needs to be
declared compromised.

CA will inform CCA if any of the following cases occur:

1. Suspected or detected compromise of the CA system;

2 Physical or electronic attempts to penetrate the CA system;
3. Denial of service attacks on the CA system; or
4

Any incident preventing CA from issuing a CRL within 24 hours of the time
specified in the next update field of its currently valid CRL. A CA will make all
efforts to restore the capability to issue CRL as quickly as possible.

Computing Resources, Software, and/or Data are corrupted

CA have a Disaster Recovery center as per the guidelines of the IT Act. The disaster
recovery site will be made operational using the latest available backup data.

If CA equipment is damaged or rendered inoperative, but the signature keys are not
destroyed, CA makes all efforts to establish the operation as quickly as possible, giving
priority to the ability to generate CRL or make use of the Disaster Recovery facility for
CRL generation.

If both primary and Disaster recovery sites cannot be used to establish revocation
capability in a reasonable time frame, the CA may request for revocation of its
certificate(s) to CCA.

Private Key Compromise Procedures

If CA signature keys are compromised, lost, or suspected to be compromised:

CCA will be notified at the earliest feasible time so that RCAI can revoke the CA
certificate;
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1. A CA key pair will be generated by CA following procedures outlined in this
applicable CPS;

2. New CA certificates will be requested as per the initial registration process set
elsewhere in this CP;

3. If the CA can obtain accurate information on the certificates it has issued and
that are still valid (i.e., not expired or revoked), the CA may re-issue (i.e., renew)
those certificates with the not After the date in the certificate as in original
certificates; and

4. The CA will also investigate what caused the compromise or loss, and what
measures must be taken to preclude recurrence.

5.7.4 Business Continuity Capabilities after a Disaster

In the case of a disaster whereby CA installation is physically damaged and all copies of
the CA Signing Key are destroyed as a result, the CA will request that its certificates be
revoked. The CA will follow steps 1 through 4 in Section 5.7.3 above.

5.8 CA Termination
In the event of termination, CA will revoke all certificates issued.
CA will archive all audit logs and other records before termination.

CA will destroy all its private keys upon termination.
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6 TECHNICAL SECURITY CONTROLS

6.1 Key Pair Generation and Installation

6.1.1 Key Pair Generation

The following table provides the requirements for key pair generation for the various

6.1.2

6.1.3

entities.
Entity FIPS 140-1/2 Hardware or Software Generated in
Level Entity Module

CA 3 Hardware Yes
Time Stamp Authority 3 Hardware Yes
OCSP Responder 3 Hardware Yes

RA 2 Hardware Yes
Human Subscriber 1 for Class 1 Software for Class 1 Yes
Signature 2 forClass2 & 3 | Hardware for Class 2 & 3

Human Subscriber 1 for Class 1 Software for Class 1 No Requirement
Encryption 2 for Class 2 & 3 | Hardware for Class 2 & 3

SSL 2 for Class 3 Software for Class 2 Yes

Hardware for Class 3
Device/System 2 for Class 3 Software for Class 2 Yes
Hardware for Class 3
Document Signer 2 for Class 3 Software for Class 2 Yes

Hardware for Class 3

For CA key pair generation, multiparty controls are used as specified in Section 5.2.2. CA
creates a verifiable audit trail for key pair generation as per the security requirements
Procedures that are followed and the same will be documented. The process is validated
by an Auditor.

Private Key Delivery to Subscriber

The subscriber private key is generated by the end subscriber and hence there is no
delivery to the end subscribers. In the case of hardware-based tokens or smart cards, pre-
formatted tokens are sent to the subscribers and the associated PIN is sent by an out-of-
band process. The end user then uses the token and the client software provided to him to
generate and store the private key and also initiates an online session with the CA server
for certificate generation.

Public Key Delivery to Certificate Issuer

End-user subscribers generate PKCS#10 requests containing their public key and send it
to the CA. This is accomplished using the client software which initiates an online session
with the CA server and delivers the signed certificates to the subscriber. The online
session is secured by SSL.
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6.1.4 CA Public Key Delivery to Relying Parties
CA makes its Public Keys available to Relying Parties in the repository available at
https://idrbtca.org.in/.

6.1.5 Key Sizes
The key length and hash algorithms used by CA and subscriber certificates are given

below
Cryptographic Function Cryptographic Algorithm
Signature 2048-bit RSA or ECDSA with -p256 curve
parameter
Hashing SHA-256

6.1.6 Public Key Parameters Generation and Quality Checking
RSA and ECC keys are generated following FIPS 186-2.

6.1.7 Key Usage Purposes (as per X.509 v3 key usage field)
Key usages are covered in certificate profiles defined in CCA-10G.

6.2 Private Key Protection and Cryptographic Module Engineering Controls

6.2.1 Cryptographic Module Standards and Controls

The relevant standard for cryptographic modules is FIPS PUB 140-2, Security
Requirements for Cryptographic Modules. The additional requirements for cryptographic
modules are covered in CCA-CRYPTO

The table in Section 6.1.1 summarizes the minimum requirements for cryptographic
modules; higher levels may be used.

6.2.2 Private Key Multi-Person Control
Use of a CA private signing key requires action by at least two persons.

6.2.3 Private Key Escrow

CA creates a backup of its signature keys. These are stored in encrypted form and under
the sole custody of CA.

The end entity private keys used solely for decryption are escrowed before the generation
of the corresponding certificates. The subscriber can keep the escrowed keys.

6.2.4 Private Key Backup

6.2.4.1Backup of CA Private Signature Key

CA private signature keys are backed up under the same multi-person control as the
original signature key. The number of backup copies is limited to three and securely
stored under the same multi-person control as the operational key.

6.2.4.2Backup of Subscriber Private Signature Key

The CA is never in possession of the Subscriber's private signing keys.
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6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

Private Key Archival

At the end of the validity period, CA private key will be destroyed and will not be
archived.

Private Key Transfer into or from a Cryptographic Module

CA key pairs are generated and secured by hardware cryptographic modules. CA ensures
that The CA private keys are backed up securely and transferred in an encrypted form.

Private Key Storage on Cryptographic Module

CA stores Private Keys in the hardware cryptographic module and keys are not accessible
without an authentication mechanism that complies with FIPS 140-2 rating of the
cryptographic module.

Method of Activating Private Key

The user must be authenticated to the cryptographic module before the activation of any
private key(s). Acceptable means of authentication include but are not limited to pass-
phrases, Personal Identification Numbers (PINs), or biometrics. Entry of activation data
is protected from disclosure (i.e., the data should not be displayed while it is entered).

Methods of Deactivating Private Key

The cryptographic module that has been activated is never left unattended or otherwise
available for unauthorized access. After use, cryptographic modules are deactivated. After
deactivation, the use of the cryptographic modules-based CA key pair requires the
presence of the trusted roles with the activation data to reactivate said CA key pair.

6.2.10Method of Destroying Private Key

Private signature keys will be destroyed when they are no longer needed, or when the
certificates to which they correspond expire or are revoked. Destroying private keys
inside cryptographic modules requires destroying the key(s) inside the HSM using the
‘zeroization’ function of the cryptographic modules in a manner that any information
cannot be used to recover any part of the private key. All the private key back-ups are
destroyed in a manner that any information cannot be used to recover any part of the
private key. If the functions of cryptographic modules are not accessible to destroy the
key contained inside, then the cryptographic modules will be physically destroyed. The
destruction operation is realized in a physically secure environment

6.2.11Cryptographic Module Rating

See Section 6.2.1.

6.3 Other Aspects Of Key Management

6.3.1

6.3.2

Public Key Archival
The public key is archived as part of the certificate archival.

Certificate Operational Periods/Key Usage Periods
See Section 5.6
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6.4 Activation Data

6.4.1

6.4.2

6.4.3

Activation Data Generation and Installation

The activation data used to unlock private keys is protected from disclosure by a
combination of cryptographic and physical access control mechanisms. Activation data
holders are responsible for their accountability and protection.

When they are not used, activation data are always stored in a safe for which access is
controlled by holders in limited roles.

Activation Data Protection
The activation data used to unlock private keys is protected from disclosure.

After a predetermined number of failed login attempts, a facility to lock the account
temporarily has been provided.

The activation data written on paper is stored securely in a safe.

Other Aspects of Activation Data

CA changes the activation data whenever the HSM is re-keyed or returned from
maintenance. Before sending a cryptographic module for maintenance, all sensitive
information contained in the cryptographic module is destroyed.

Subscribers are responsible to ensure the protection of their activation data

6.5 Computer Security Controls

6.5.1

6.5.2

Specific Computer Security Technical Requirements
The following computer security functions are provided by the operating system, or
through a combination of the operating system, software, and physical safeguards.
1. Require authenticated logins for trusted roles
Provide Discretionary Access Control
Provide a security audit capability
Require a trusted path for identification and authentication
Provide domain isolation for process
Provide self-protection for the operating system

© 0k~ wd

CA computer systems are configured with minimum required accounts and network
services.

CA has implemented a combination of physical and logical security controls to ensure that
the CA administration is not carried out with less than two-person control.

Computer Security Rating
No Stipulation.

37

IDRBT CA CPS Version 4.1.4

IDRBTCA/DOC/CPS/4.1.4



bral CA

6.6 Life-Cycle Technical Controls

6.6.1 System Development Controls
The system development controls for the CA are as follows:

1. Hardware and software are purchased in such a way as to reduce the likelihood
that any particular component was tampered with.

2. All hardware must be shipped or delivered via controlled methods that provide a
continuous chain of accountability, from the purchase location to the location of
the operation

3. The hardware and software are dedicated to performing the PKI activities. There
are no other applications; hardware devices, network connections, or component
software installed which are not part of the PKI operation.

4.Proper care is taken to prevent malicious software from being loaded onto the
equipment.  Only applications required to perform the PKI operations are
obtained from sources authorized by local policy.

5.CA hardware and software are scanned for malicious code on first use and
periodically thereafter.

6.6.2 Security Management Controls

The configuration of the CA system as well as any modification and upgrade is
documented and controlled. There is a mechanism for detecting an unauthorized
modification to the CA software or configuration. A formal configuration management
methodology is used for the installation and ongoing maintenance of the CA system. The
CA software, when first loaded, is verified as being supplied by the vendor, with no
modifications, and is the version intended for use.

6.6.3 Life Cycle Security Controls

Capacity demands are monitored and projections of future capacity requirements are made
to ensure that adequate processing power and storage are available.

6.7 Network Security Controls

CA employs appropriate security measures to ensure that they are guarded against denial of
service and intrusion attacks. Such measures include the use of hardware firewalls,
hardware filtering routers, and intrusion detection systems. Unused network ports and
services are turned off. Protocols that provide network security attack vector(s) are not
permitted through the boundary control devices.

Any boundary control devices used to protect the network on which PKI equipment is
hosted will deny all but the necessary services to the PKI equipment even if those services
are enabled for other devices on the network.
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6.8 Time Stamping

All CA components are regularly synchronized with a time service such as Indian Standard
Time Service. Time derived from the time service is used for establishing the time of:

e Initial validity time of a Subscriber’s Certificate
e Revocation of a Subscriber’s Certificate
e Posting of CRL updates

e OCSP

Asserted times are accurate to within three minutes. Electronic or manual procedures are
used to maintain the system time. Clock adjustments are auditable events as listed in
Section 5.4.1.
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7 CERTIFICATE, CRL, AND OCSP PROFILES

7.1 Certificate Profile

Certificate profiles are listed under CCA-IOG, Annexure Il - Reference Certificate
Profiles. The CA Certificates issued under this CPS conform to X-509 Version 3 digital

Certificate.

The End User Certificate Profile (issued for personal use) and CA certificate profiles are

listed below

1. CA Certificate Profile
CA CERTIFICATE -BASIC FIELDS
Version Version 3

Serial number

Positive number of maximum Length 20 bytes and unique
to each certificate issued by issuer CA

Signature Algorithm

SHAZ256 with RSA Encryption (null parameters)

Issuer DN Subject DN of the issuing CA

Validity Validity expressed in UTC Time for certificates valid
through 2049

Subject DN The X.500 distinguished name of the entity associated

with the public key certified in the subject public key field
of the certificate (Common Name (CN),House Identifier,
Street Address, State / Province, Postal Code,
Organisational Unit (OU),Organisation (O),Country (C) )

Subject Public Key

rsaEncryption {1 2 840 113549 1 1 1}, 2048 RSA Key
modulus, public exponent

Signature

Issuer CA’s signature

EXTENSIONS

authorityKeyldentifier

Identifies the CA certificate that must be used to verify the
CA certificate. It contains subjectKeyldentifier of the
issuing CA certificate

subjectKeyldentifier

unique value associated with the Public key

basicConstraints

CA Boolean = True, pathLenConstraints 0

keyUsage

keyCertSign and cRLSign

certificatePolicies

The value must contain the OID representing the India PKI
certificate policy the certificate is valid for . (Policy
Identifier=2.16.356.100.2)

cRLDistributionPoints

location of CRL information

authoritylnfoAccess

location of OCSP Responder (only required if OCSP is
needed to check revocation status of CA Certificate)
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User Certificate Profile(personal)

END ENTITY CERTIFICATE -BASIC FIELDS

Version

Version 3

Serial number

Positive number of maximum Length 20 bytes and unique to each
certificate issued by a issuer CA

Signature Algorithm

SHAZ256 with RSA Encryption (null parameters)
or
ECDSA with SHA256 {1 2 840 10045 4 3 2}

Issuer DN Subject DN of the issuing CA

Validity Validity expressed in UTC Time for certificates valid through
2049

Subject DN The X.500 distinguished name of the entity associated with the

public key certified in the subject public key field of the
certificate ( Common Name, Serial Number,State or Province
Name, Postal Code, Telephone number, Pseudonym,
Organisation, Country)

Subject Public Key

rsaEncryption {1 2 840 113549 1 1 1}, 2048 RSA Key modulus,
public exponent  OR

ecPublicKey { 1.2.840.10045.2.1}, namedCurve, {
1.2.840.10045.3.1.7} (NIST curve P-256)

Signature

Issuer CA’s signature

EXTENSIONS

authorityKeyldentifier

Identifies the CA certificate that must be used to verify the
subscriber’s certificate. Issuing CA SubjectkeylIndetifier

subjectKeyldentifier

Octet String of unique value associated with the Public key

basicConstraints

CA=False

keyUsage

DigitalSignature, nonRepudiation(optional)

Extended Key Usage

Document Signing: {1.3.6.1.4.1.311.10.3.12}

certificatePolicies

The value must contain the OID representing the India PKI
certificate policy the certificate is valid for .( (Policy
Identifier=2.16.356.100.2.4.1 or 2.16.356.100.2.4.2 )

cRLDistributionPoints

location of CRL information

7.2 CRL Profile

The CRL profiles are listed below.

7.2.1 Full and Complete CRL

A CA makes a full and complete CRL available to the OCSP Responders as specified
below. This CRL is provided to the Relying Parties and published on the repository.
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Field

Value

Version

V2 (1)

Issuer Signature Algorithm

sha256WithRSAEncryption {1 2 840 113549 1 1 11}

Issuer Distinguished Name

Per the requirements in [CCA-IOG]

thisUpdate

expressed in UTCTime until 2049

nextUpdate

expressed in UTCTime until 2049 (>= thisUpdate +
CRL issuance frequency)

Revoked certificates list

0 or more 2-tuple of certificate serial number and
revocation date (in Generalized Time)

Issuer’s Signature

sha256 WithRSAEncryption {1 2 840 113549 1 1 11}

CRL Extension

Value

CRL Number

¢=no; monotonically increasing integer (never repeated)

Authority Key Identifier

c=no; Octet String (same as in Authority Key Identifier

field in certificates issued by the CA)
Value

CRL Entry Extension
Reason Code

c=no; optional

7.2.2 Distribution Point-Based Partitioned CRL
CA issues only full and complete CRL signed by CA

7.3 OCSP Profile
OCSP requests and responses are as per RFC 2560 as listed below.

7.3.1 OCSP Request Format

Requests sent to Issuer CA OCSP Responders are not required to be signed.
following table lists the fields that are expected by the OCSP Responder.

Field
Version

The

Value

V1 (0)

DN of the requestor (required)

List of certificates as specified in RFC 2560

Requester Name

Request List

Request Extension Value
None None
Request Entry Extension Value
None None

7.3.2 OCSP Response Format
See RFC2560 for detailed syntax. The following table lists which fields are populated by

the OCSP Responder.
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Field

Value

Response Status

As specified in RFC 2560

Response Type

id-pkix-ocsp-basic {13615574811}

Version

V1 (0)

Responder 1D

Octet String (same as subject key identifier in Responder
certificate)

Produced At

Generalized Time

List of Responses

Each response will contain certificate id; certificate status!,
thisUpdate, nextUpdate?,

Responder Signature

sha256 WithRSAEncryption {1 2 840 113549 1 1 11}

Certificates

Applicable certificates issued to the OCSP Responder

Response Extension

Value

Nonce c=no; Value in the nonce field of request (required, if
present in request)

Response Entry Extension Value

None None

1 If the certificate is revoked, the OCSP Responder provide revocation time and revocation
reason from CRL entry and CRL entry extension.

2 The OCSP Responder use thisUpdate and nextUpdate from CA CRL.
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8 COMPLIANCE AUDIT AND OTHER ASSESSMENTS

8.1

8.2

8.3

8.4

8.5

8.6

Frequency or Circumstances of Assessments

Annual compliance audit by CCA empanelled Auditor is carried out of CAs infrastructure
apart from half yearly internal audit. The internal audit includes all RAs (self-audit by the
parent organization of RA) and the annual compliance audit covers randomly selected RAs.
IDRBT CA may perform an RA audit and keeps checks on the functioning of the RAs to
ensure compliance.

Identity and Qualifications of Assessor

CCA empanels auditors based on their competence in the field of compliance audits,
qualifications, and thorough familiarity with requirements of the ITAct, CP, and CPS. The
auditors perform such compliance audits as per the terms of empanelment and also under
the guidance of CCA

Assessor’s Relationship to Assessed Entity

The auditor is independent of the entity being audited. The office of CCA determines
whether an auditor meets this requirement.

Topics Covered by Assessment

CA has a compliance audit mechanism in place to ensure that the requirements of this CPS
are enforced.

Actions Taken as a Result of Deficiency

The office of CCA may determine that a CA is not complying with its obligations outlined
in this CPS or the applicable CP. When such a determination is made, the office of CCA
may suspend the operation of CA, or may revoke the CA certificate, or may direct that
other corrective actions be taken which allow the operation to continue.

When the auditor finds a discrepancy between how the CA is designed or is being operated
or maintained, and the requirements of this CP, or the applicable CPS, the auditor take the
following actions:

1. The auditor record the note of the discrepancy;

2. The auditor notifies the audited CA; and

3. The auditor notifies the office of CCA.

Communication of Results

On completion of the audit by an empanelled auditor, Auditor submits an Audit Report,
including identification of corrective measures taken or being taken by CA, to the office of
CCA and a copy to CA. The report identifies the version of the CPS used for the
assessment.
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9 OTHER BUSINESS AND LEGAL MATTERS

9.1 Fees

9.11

9.1.2

9.1.3

9.14

9.15

9.2

9.2.1

9.2.2

9.2.3

9.3

Certificate Issuance and Renewal Fees

The fees for various types of certificates are made available on the CA website at
https://idrbtca.org.in/ and will be updated from time to time.

Certificate Access Fees

CA is not charging any fees to Relying Parties or other public for accessing the certificate
information from the repository. The certificate search facility is provided free of cost at
its website https://idrbtca.org.in/

Revocation Status Information Access Fees

CA does not charge a fee for access to any revocation status information through CRL.
CA may charge a fee for providing certificate status information via OCSP.

Fees for Other Services
No stipulation

Refund Policy

The refund policy and other payment terms are governed as per the terms in the subscriber
agreement. In case the application is rejected the full amount would be refunded to the
subscriber.

Financial Responsibility

Insurance Coverage

CA maintain reasonable levels of insurance coverage to address all foreseeable liability
obligations to PKI Participants described in Section 1.3 of this CPS

Other Assets

CA also maintains reasonable and sufficient financial resources to maintain operations,
fulfill duties, and address commercially reasonable liability obligations to PKI
Participants described in Section 1.3 of this CPS.

Insurance or Warranty Coverage for End-Entities

CA offers no protection to end entities that extends beyond the protections provided in
this CPS

Confidentiality of Business Information

CA maintain the confidentiality of confidential business information that is marked or
labeled as confidential, or by its nature reasonably is understood to be confidential, and
treat such information with the same degree of care and security as the CA treats its own
most confidential information.
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9.4 Privacy of Personal Information

CA stores, process, and disclose personally identifiable information following the
provisions of the IT Act 2000 & Rules made thereunder.

9.5 Intellectual Property Rights
CA will not knowingly violate any intellectual property rights held by others.

9.5.1

9.5.2

9.5.3

9.54

9.6

9.6.1

Property Rights in Certificates and Revocation Information

CAs claim all Intellectual Property Rights in and to the Certificates and revocation
information that they issue. However, permission to reproduce and distribute Certificates
and revocation information on a nonexclusive royalty-free, worldwide basis, may be
granted provided that the recipient agrees to distribute them at no cost.

Property Rights in the CPS

This CPS is based on the proforma CPS published by the Office of CCA for Licensed
CAs and as amended from time to time. All Intellectual Property Rights in this CPS of CA
are owned by the CA.

Property Rights in Names

CA may claim all rights, if any, in any trademark, service mark, or trade name of its
services under the law for the time being in force.

Property Rights in Keys
CA may claim property rights to the keys used (e.g., CA key pair, OCSP Responder key
pair, time stamp authority key pair, etc.) under the law for the time being in force

Subject to any agreements between CA and its customers, ownership of and property
rights in key pairs corresponding to Certificates of Subscribers is specified in this CPS.

Representations and Warranties

CA Representations and Warranties

9.6.1.1 CA

CA represents and warrants the following provisions of the IT Act, 2000 & Rules
made thereunder that;

1. signing private key is protected and no unauthorized person will ever
have access to that private key;

2. Each Subscriber has been required to represent and warrant that all
information supplied by the Subscriber in connection with, and/or
contained in the Certificate is true.

3. Only verified information appears in the certificate
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9.6.2 Subscriber

A Subscriber is required to sign a document (e.g., a subscriber agreement) containing
the requirements the Subscriber to meet respecting the protection of the private key and
use of the certificate before being issued the certificate.

In signing the document described above, each Subscriber should agree to the following:

1. The subscriber is to accurately represent itself in all communications with the
CA conducted.

2. The data contained in any certificates about the Subscriber is accurate.

3. The Subscriber should protect its private key at all times, as per this CPS, as
stipulated in the certificate acceptance agreements, and local procedures

4. The Subscriber lawfully holds the private key corresponding to the public
key identified in the Subscriber’s certificate.

5. The Subscriber should abide by all the terms, conditions, and restrictions
levied on the use of their private keys and certificates.

6. Subscribers are to promptly notify the appropriate CA upon suspicion of the
loss or compromise of their private keys. Such notification is made directly
or indirectly through mechanisms consistent with this CPS.

7. The subscriber should follow the duties as mentioned in the IT Act.

9.6.3 Relying Party
Parties who rely upon the certificates issued under a policy defined in this document to :

1. Use the certificate for the purpose for which it was issued, as indicated in the
certificate information (e.g., the key usage extension);

2. Check each certificate for validity, using procedures described in RFC 5280,
before reliance;

3. Preserve original signed data, the applications necessary to read and process
that data, and the cryptographic applications needed to verify the digital
signatures on that data for as long as it may be necessary to verify the signature
on that data. Note: data format changes associated with application upgrades
will often invalidate digital signatures and should be avoided.

9.6.4 Representations and Warranties of Other Participants
No stipulation.

9.7 Disclaimers of Warranties

To the extent permitted by applicable law and any other related agreements, CA disclaims
all warranties other than any express warranties contained in such agreements or outlined
in this CPS.

9.8 Limitations of Liabilities

CA limit liabilities as long as CA meets the liability requirements stated in ITAct, 2000
and the Rules made thereunder. CA is responsible for verification of any Subscriber to
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whom it has issued a certificate and to all Relying Parties who reasonably rely on such
certificate following this CPS, for damages suffered by such persons that are caused by
the failure of the CA to comply with the terms of its CPS or its Subscriber Agreement, and
sustained by such persons as a result of the use of or reliance on the certificate.

The verification requirements for certificate issuance by CA are as specified under ITAct
2000 and Rules made thereunder and reasonable effort by CA. CA cannot guarantee the
activities or conduct of the subscribers.

CA will not be liable for any indirect, exemplary, special, punitive, incidental, or
consequential losses, damages, claims, liabilities, charges, costs, expenses, or injuries
(including without limitation loss of use, data, revenue, profits, business and for any
claims of Subscribers or Users or other third parties including Relying parties).

CA will not be liable for any delay, default, failure, or breach of its obligations under the
Subscribers Agreement, Relying Party Terms & Conditions, and Registration Authority
Agreement

All liability is limited to actual and legally provable damages. CA's liability is as per the
ITACct,2000 other governing Indian laws, and Agreements. If the liability is not dealt with
under the provisions of ITACT 2000, the following caps limit CA’s damages concerning
specific certificates.

Class Liability Caps/per Certificate
Class 1 Indian Rupees Ten Thousand
Class 3 Indian Rupees One Lakh

9.9 Indemnities

Indemnification by Subscribers

To the extent permitted by applicable law, the subscriber agreement requires Subscribers
to indemnify CA for:

e False and misrepresentation of fact by the subscriber on the subscriber’s certificate
application,

e Suppression of a material fact on the certificate application, if the omission was
made negligently or with intent to deceive any party,

e The subscriber’s failure to protect the subscriber’s private key, to use a trustworthy
system, or to otherwise take the precautions necessary to prevent the compromise,
loss, disclosure, modification, or unauthorized use of the subscriber’s private key, or

e The subscriber’s use of a name (including without limitation within a common
name, domain name, or e-mail address) infringes upon the Intellectual Property
Rights of a third party.

Indemnification by relying parties

To the extent permitted by applicable law, relying party agreement requires, Relying
Parties to indemnify CA for:

e The relying party’s failure to perform the representations and warranties as outlined
in section 9.6.3 of this CPS.
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e The relying party’s reliance on a certificate that is not reasonable under the
circumstances, or

e The relying party’s failure to check the status of such certificate to determine if the
certificate is expired or revoked.

9.10 Term and Termination

9.10.1 Term

The CPS becomes effective upon approval by the Office of CCA. Amendments to this
CPS become effective upon ratification by approval by CCA and publication by CA at
https://idrbtca.org.in/. There is no specified term for this CPS.

9.10.2Termination

While this CPS may be amended from time to time, it shall remain in force until replaced
by a newer version or explicitly terminated by CCA.

9.10.3Effect of Termination and Survival

Upon termination of this CPS, CA is nevertheless bound by its terms for all Certificates
issued for the remainder of the validity periods of such Certificates. Sections 5.5 and 9 of
this CPS will survive the termination or expiration of this CPS.

9.11 Individual Notices and Communications with Participants

Unless otherwise specified by agreement between the parties, CA uses commercially
reasonable methods to communicate, taking into account the criticality and subject matter
of the communication.

9.12 Amendments

9.12.1Procedure for Amendment

CA will review this CPS at least once every year. Additional reviews may be enacted at
any time at the discretion of the CCA.

If the Office of CCA wishes to recommend amendments or corrections to this CPS, such
modifications will be submitted to CCA for approval.

CA will use reasonable efforts to notify subscribers and Relying Parties of changes.

9.12.2 Notification Mechanism and Period

Errors and anticipated changes to this CPS resulting from reviews are published online at
https://idrbtca.org.in/

This CPS and any subsequent changes are made publicly available within seven days of
approval.

9.12.3Circumstances under Which OID Must be changed
CCA determines the requirement for changing the Certificate Policy OIDs.
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9.13 Dispute Resolution Provisions

9.13.1Disputes among Licensed CAs and Customers

Unless the provision for dispute resolution under the IT Act is invoked, any dispute based
on the contents of this CPS, between CA and one of its customers who has availed
specific services will be resolved according to provisions in the applicable agreement
between the parties.

Any dispute based on the contents of this CPS, between/among CAs, will be resolved by
CCA.

9.13.2Alternate Dispute Resolution Provisions
No stipulations.

9.14 Governing Law

The laws of India and more particularly the Information Technology Act, 2000, The
Information Technology (Certifying Authorities) Rules, 2000 and Information
Technology (Certifying Authority) Regulations, 2001, and the guidelines issued and
clarifications made from time to time by the Controller of Certifying Authorities, Ministry
of Electronics and Information Technology govern the construction, validity,
enforceability, and performance of actions per this CPS.

9.15 Compliance with Applicable Law

This CPS is subject to applicable national, state, local and rules, regulations, ordinances,
decrees, and orders including, but not limited to, restrictions on exporting or importing
software, hardware, or technical information.

9.16 Miiscellaneous Provisions

9.16.1Entire Agreement
No stipulation.

9.16.2Assignment

Except where specified by other contracts, no party may assign or delegate this CPS or
any of its rights or duties under this CPS, without the prior written consent of CCA.
Further, the Office of CCA at its discretion may assign and delegate this CPS to any party
of its choice.

9.16.3Severability

If any provision of this CPS is held to be invalid by a court of competent jurisdiction, then
the remaining provisions will nevertheless remain in full force and effect.

9.16.4Waiver of Rights

No waiver of any breach or default or any failure to exercise any right hereunder is
construed as a waiver of any subsequent breach or default or relinquishment of any future
right to exercise such right. The headings in this CPS are for convenience only and cannot
be used in interpreting this CPS.
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9.16.5Force Majeure

CA is not liable for any failure or delay in its performance under this CPS due to causes
that are beyond its reasonable control, including, but not limited to, an act of God, an act
of civil or military authority, fire, epidemic, flood, earthquake, riot, war, failure of
equipment, failure of telecommunications lines, lack of Internet access, sabotage, and
governmental action.

9.17 Other Provisions
No stipulation.
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CRL Certificate Revocation List

CSP Certificate Status Provider

DN Distinguished Name

DNS Domain Name Service

FIPS (US) Federal Information Processing Standard
FIPS PUB (US) Federal Information Processing Standard Publication
HR Human Resources

HTTP Hypertext Transfer Protocol

IAO Information Assurance Officer

ID Identifier

IETF Internet Engineering Task Force

IT Information Technology

OID Obiject Identifier

PIN Personal Identification Number

PKI Public Key Infrastructure

PKIX Public Key Infrastructure X.509

RA Registration Authority

RFC Request For Comments

RSA Rivest-Shamir-Adleman (encryption algorithm)
RCAI Root Certifying Authority Of India

SHA-2 Secure Hash Algorithm, Version 1

SSL Secure Sockets Layer

TLS Transport Layer Security

UPS Uninterrupted Power Supply
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12 ANNEXURE-1

12.1 Authentication of organization user identity

The RA needs to verify that an entity belongs to the set of entities that the IDRBT CA
recognizes as qualified to become an end user. A representative of an organization should come
with a letter authorizing him/her to represent the organization for the given purpose.

The practices described in this section apply to all end entities making their initial application for
a certificate and any subsequent application for a new certificate under this CPS. The identity
verification process (if required) is to:

i) be attended by an end entity in person (based on the Class of Certificate)

ii) be conducted by an authorized Registration Authority or Superior Authority as the case may
be.

iii) perform the following functions:

a) The identity of the person performing the identity verification will be established from
the Trusted Personnel List. The verification procedure pertaining to identity and
background screening of the Trusted Personnel will be as per IDRBT policy.

b) The applicant is required to affix the latest duly signed passport size photograph on the
first page of the application form.

c) The applicant is required to include the details of the unique identifying number from
the photo identity document that was enclosed by the subscriber along with the
application form.

d) The application form should contain the declaration of identity signed by the applicant
using a handwritten signature that should be duly certified by the Superior Authority of
the Organization where the subscriber is employed.

e) The date and time pertaining to the receipt of application and a signed declaration by the
person verifying the identity of the applicant that he or she has verified the identity of
the applicant will be recorded on the second page of the application form.

o Physical Verification
o Collection of Certificate information
o Proof of other material certificate information like identification documents

f) The inspection and approval of Physical DSC application form should be carried out by
a trusted person of CA. Such approval should be clearly indicated on the physical DSC
application form in the form of ink signature of trusted person of CA along with name,
designation and date.

12.2 Certificate Application Information Verification and Communication

Certificate application information and the documents to be furnished along with the application
include the items listed in the following Table.

In case of online certificate application, in order to avoid fake requests for certification, entities
must physically visit the RA (if RA asked them to do so) with proof of identity they want to be
certified and submit an application. RA must verify the credentials of the applicant/subscriber
complying with the procedures for different Classes of Certificates mentioned in this CPS.
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In case of Class 3 application, the applicant/subscriber should appear for personal verification
before RA of the bank (if required) in which the applicant/ subscriber is employed.

The certificate application can be made by applicant/subscriber only and not by any other
people.

Class Information to be furnished in the application | Documents to be furnished
form contents

Individuals:
e Full Name
Residential Address
Official Address
Nationality
Email Address
Bank Account details
The PAN/AADHAR number of the applicant
Class 1 has to be furnished in the application form. In
case PAN or AADHAR number not having
been issued to a Digital Signature
Certificate(DSC) applicant, CA shall issue DSC
only after obtaining an undertaking from the
DSC applicant stating the following:
“I hereby declare that neither PAN nor
AADHAR number has been issued to me”.
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Class 3

Individuals:
Same as Class 1, in addition either of the
following:
e Passport Details
Voter’s Identity Card
Income Tax PAN Number
Driving License
Employee Identification Card
The PAN/AADHAR number of the
applicant has to be furnished in the
application form. In case PAN or
AADHAR number not having been
issued to a Digital Signature
Certificate(DSC) applicant, CA shall
issue DSC only after obtaining an
undertaking from the DSC applicant
stating the following:
“I hereby declare that neither
PAN nor AADHAR number has
been issued to me”.

Original copies of any of the documents

e Passport

e Voter’s ID

e PAN Card

e Driving License

e Employee Identification Card issued

by the Organisation (in case of
employees of Banks/FIs)
(to be furnished and physical presence before
RA (if required) for personal verification)
+
Authorization letter from the higher authority
of the subscriber who will be applying for
Class 3 Certificate.

SSL Certificate:

Same as Class 3 Individuals (details of the
authorized representative), plus

The issuances of SSL certificate are limited only to
.IN domain.

The URL/server name/IP address to which the
server authentication is needed.

Verification of credentials of the bank/ financial
institution

The PAN/AADHAR number of the authorized
representative of the bank/ financial institution has
to be furnished in the application form In case PAN
or AADHAR number not having been issued to a
Digital Signature Certificate(DSC) applicant, CA
shall issue DSC only after obtaining an undertaking
from the DSC applicant stating the following:

“I hereby declare that neither PAN nor

AADHAR number has been issued to me”.
Balance sheet of the bank/ financial institution for
the last financial year

Details of the domain registration along with
proof.

(Details of the domain registration to be
furnished and physical presence before RA
(if required) for personal verification)

+

Attested photo copy of PAN card of bank/
financial institution

+

PKCS#10 format Certificate  Request
generated from the Server

+

Authorization letter from the higher authority
of the subscriber who will be applying for
SSL Certificate on behalf of the bank/
financial institution.
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Code Signing:
Same as Class 3 Individual (details of the authorized
representative), plus

PAN number of the bank/ financial institution
Balance sheet of the bank/ financial institution
for the last financial year
The PAN/AADHAR number of the authorized
representative of the bank/ financial institution
has to be furnished in the application form. In
case PAN or AADHAR number not having
been issued to a Digital Signature
Certificate(DSC) applicant, CA shall issue DSC
only after obtaining an undertaking from the
DSC applicant stating the following:

“I hereby declare that neither PAN nor

AADHAR number has been issued to

ba

me .

Original copies of any of the documents

e Passport
e Voter’s ID
e PAN Card

(to be furnished and physical presence before
RA (if required) for personal verification)
+

Details of the bank/ financial institution

+

Authorization letter from the higher authority
of the subscriber who will be applying for
Code Signing Certificate on behalf of the
bank/ financial institution.
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Document Signer Certificate

Same as Class 3 Individual (details of the authorized
representative), plus

Bank ID card of the Authorized Signatory /
Bank Manager

Copy Bank PAN Card

Copy of Bank incorporation certificate or
Banking License Certificate

Declaration by Subscriber as

1)

2)

3)

I hereby declare and understand that
Organizational Document Signer
Certificate issued to us will be used only

for automated signing of
documents/information and will not be
used in any other context including

individual signature.

I hereby declare that necessary controls
have been built in software applications to
ensure that there is no misuse

I hereby declare and understand that the
documents/messages authenticated using
Organisational Document Signer
Certificate issued to wus is having
organisational accountability.

Self-attested Bank ID card of the Authorized
Signatory / Bank Manager

+

Bank PAN card attested by Superior
Authority

+

Attested copy of Bank incorporation

Certificate or Banking License Certificate

+

Authorization letter from the higher authority
of the subscriber who will be applying for
Document Signer Certificate on behalf of
the bank

+

Declaration by Subscriber as

1) | hereby declare and understand that
Organizational Document Signer
Certificate issued to us will be used
only for automated signing of
documents/information and will not
be used in any other context
including individual signature.

2) | hereby declare that necessary
controls have been built in software
applications to ensure that there is
no misuse

3) | hereby declare and understand that
the documents/messages
authenticated using Organisational
Document Signer Certificate issued
to us is having organisational
accountability

12.3 Email Verification:

12.4 SSL Certificate:

Domain Name Validation:
Domain and E-mail validation are performed by the Registration Authority officials of
Registration Authority offices of IDRBT CA. The
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certificates only after validating/verifying the Distinguished Name Details such as Common
Name, E-mail id, Organization, Organization Unit, Postal Code of the Locality, State and
Country in online requests digitally signed and released by the Registration Authority Officials.

The issuance of SSL certificates by Licensed CAs are limited only to .IN domain. Only
organizational persons are eligible to apply for SSL certificates on behalf of their organizations.
The applicant (requestor) shall make an application to the CA in a digitally signed / physically
signed application form. This shall contain the domain name(s) to be certified, the Certificate
Signing Request (CSR) and the information of the requestor and the organization. This shall be
accompanied with necessary supporting documents. The minimum set of documents to be
submitted includes:

1 DSC Application Form
2 Applicant 1D Proof

3 Authorization Letter by Organization Authorized Signatory
4 Authorized Signatory Proof

5 Proof of Organizational Existence

Verification of Subscriber

For issuance of SSL/TLS certificates, the below verification shall be followed.

1. Domain Name Verification:

a. Each value provisioned for subject alternative names (dnsNames) shall
undergo domain name verification to prove the ownership/control of the
domain by the requestor of the certificate.

b.  This shall be accomplished by

i. Validating the request by communication to:
webmaster@domainname.com,administrator@domainname.com,ad
min@domainname.com, hostmaster@domainname.com,
postmaster@domainname.com, or any email ID listed in the
technical, registrant, or administrative contact field of the domain’s
Registrar record:;

OR

ii. Requiring a practical demonstration of domain control (Eg: making
changes to the DNS zone file or adding a unique file/filename on the
domain under verification); This is achieved by CA sharing a unique
Request Token or a Random Value, valid for a short duration, with
the applicant and validating this data against the content of the file
name provided or the DNS value (CNAME, TXT or CAA record) of
the domain.

59

IDRBT CA CPS Version 4.1.4

IDRBTCA/DOC/CPS/4.1.4



mailto:webmaster@domainname.com,administrator@domainname.com,admin@domainname.com
mailto:webmaster@domainname.com,administrator@domainname.com,admin@domainname.com

bral CA

C.

In the case of wildcard domains, these should undergo additional checks, so as
not to wrongly issue, a domain listed in the public suffix list (PSL). If the
domain is listed in PSL, the application shall be refused, unless the applicant
proves ownership of the entire domain namespace.

In the case of IP Address, in place of the domain name, it shall be verified to
have the applicant’s control over the IP, by means of (i) the change in agreed
information in an URL containing the IP address, OR (ii) IP assignment
document of IANA or Regional Internet Registry, OR (iii) performing r-DNS
lookup resulting in a domain name verified by the above procedure

2. Organization Person verification: The verification of the identity & address of the
applicant shall be made using, any one or more of the following

a.

The identity of the applicant shall be verified by obtaining a legible copy of
the employment ID and PAN card which noticeably shows the Applicant’s
face. The copy of the document shall be inspected for any indication of
alteration or falsification. A video verification as per the procedure
mentioned in section 2.4 (10) of Identity Verification Guidelines should be
carried out by CA to ascertain the photo match of the applicant with the photo
presented in the identity proof & DSC application form. The PAN number
should be electronically verified with the income tax database for matching
the name as submitted in the DSC application form.

The applicant should submit an authorization letter from the authorized
signatory of the organization stating the authorization to apply for an SSL
certificate. The letter should contain the name, photo, designation, and address
of the applicant. CA may ask for additional documents for the confirmation of
the applicant’s affiliation with the organization.

Additional verification may be made by the CA of the applicant’s name &
address for consistency with the website of the organization.

CA  should confirm that the applicant should be able to receive
communication via organizational telephone and email.

3. Organization Verification:

a.

The organization verification includes authorization proof to the applicant
and the existence of the organization.

Sufficient document evidence should be provided by the applicant for proof
of authorized signatory.
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c. Apart from the organizational person verification, the additional process
documentation and authentication requirements for the SSL certificate shall
include the following:

» The organization owns the domain name, or the organization is given
the exclusive right and authority to use the domain name

» Proof that the applicant has the authorization to apply for an SSL
certificate on behalf of the organization in the asserted capacity.(e.g.
Authorization letter from the organization to the applicant)

(As per para 4.1 of “IDENTITY VERIFICATION GUIDELINES v1.9” dated: 05.09.2019).

Validation of Certificate Requests
a. After the receipt of the online certificate request, the RA shall perform all required
validations as the precondition to certificate issuance.
The RA shall validate that
e The certificate applicant rightfully holds the private key corresponding to the public key
listed in the certificate
e The certificate applicant/subscriber has agreed to the terms and conditions as stated in
IDRBT CA CPS
e The certificate applicant mentioned in the application form is the person identified in the
electronic request.
e The information listed in the certificate request is accurate
e The subscriber does not own a revoked certificate and in case the subscriber’s certificate
is revoked he should investigate to determine whether it is necessary to suspend or
revoke other Digital Certificates owned by that particular subscriber.
Individual Presence
Personal presence before the RA is needed depending upon the class of the certificate.
IDRBT CA will undergo Cross-certification with other operating CAs as per the Rules and
Regulations of Certifying Authorities, by CCA, Ministry of Electronics & Information
Technology.

Classes of Certificate

IDRBT CA supports two distinct certificate classes within its Certification services. IDRBT CA
may introduce more classes than what has been specified herein if stipulated by the Controller of
Certifying Authorities and this CPS shall be appropriately amended as and when such classes are
introduced. Each class provides a designated level of trust. The following subsections describe
each certificate class.

12.5 Document Signer Certificate

This section specifies the verification requirements for the issuance of a Document Signer
Certificate. The certificate profile requirements shall be as per the Interoperability Guidelines for
Digital Signature Certificates (CCA-10G). The Key generation requirements for the Document
Signer Certificate shall be as per X.509 Certificate Policy for India PKI (CCA-CP). The
following direction is issued for strict Compliance:
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1. The applicant of Document Signer certificate shall be an organisational person of that
organisation. The verification requirements for Document Signer Certificate shall be as
per Section 2.3 of IVG ver 2.1

2. The following declarations shall be obtained from subscriber

1. | hereby declare and understand that Organizational Document Signer

Certificate issued to us will be used only for automated signing of

documents/information and will not be used in any other context including

individual signature.

I hereby declare that necessary controls have been built in software applications

3. | hereby declare and understand that the documents/messages authenticated
using Organisational Document Signer Certificate issued to us is having
organisational accountability.

n

(As per 3.2 of “IDENTITY VERIFICATION GUIDELINES v 2.1” dated 09.0.2022)

12.6 Class 1 Certificates

Description: Class 1 certificates are issued only to individuals. Class 1 certificates confirm that
a user’s name (or alias) and e-mail address form a distinct subject name within the IDRBT CA
repository. Class 1 certificates are added to his/her set of available certificates in the directory
services. They are used primarily for digital signature, to enhance the security of environment.
Class 1 Encryption Certificates are used for e-mail purposes.

In case of online certificate request for Class 1 Certificate, the applicant/subscriber submits
online as well as paper application form to the RA under IDRBT CA. RA verifies the name, e-
mail address, organization and the postal address in the request. He has the right to reject the
certificate request if he finds the application is not meeting the criteria. RA then digitally signs
and sends to IDRBT CA for the issuance of the certificate.

Although IDRBT CA’s Class 1 Certificate identification process is a method of authenticating a
certificate applicant’s identity, it does not require the applicant’s personal appearance before the
RA in case of online certificate application. Physical presence is not necessary but may be
required at discretion of RA in case of online certificate application.

The validity period of Class 1 Certificates is one or two years as per choice of the subscriber.
The Class 1 Signing Certificate is intended to be used for Digital Signature and Class 1
Encryption Certificate is used for encrypting e-mails.

Class 1 Signing Certificates shall be Digital Certificates under IT Act, and the legal effect,
conjecture and evidentiary value of Digital Certificates as provided in the IT Act will be
applicable.

12.7 Class 3 Certificates

Description: Class 3 Certificates are issued to Individuals as well as Servers. Class 3

Certificates provide important assurances of the identity of individual subscribers by
62

IDRBT CA CPS Version 4.1.4

IDRBTCA/DOC/CPS/4.1.4




bral CA

requiring their personal (physical) appearance before an RA. All the personal details will
be physically verified by the RA office and after confirmation of facts it will recommend
the issuance of the certificate.

IDRBT CA is furnishing below various options to RAs to fulfil CCA guidelines with
regard to Physical Verification of Class 3 DSC subscribers.
Option 1: The subscriber will present himself/herself at the respective Bank’s
RA office physically with required documents as stipulated in CA application
form. The RA Officer has to performphysical verification of the subscriber and
satisfy himself of the identification taking full responsibility and confirm the
same in the application form.

Option 2: The video verification of subscriber should be carried out by RA in
accordance with the guidelines specified under IVG and the recording must be
preserved by CA office for seven years. On demand, the video recording must be
shown to auditors during the audit. The subscriber should undergo video
verification with respective RA with required documents for minimum 20
seconds using CA Video recording setup.

Option 3: The subscriber’s superior authority should submit a letter stating that
the subscriber is not able to appear physically/through VC before RA/CA office
and that he has done physical verification of the subscriber and satisfied himself
of the identification taking full responsibility.The letter should also be
countersigned by the RA.

The RA bases the verification of applicant by one of the above options, application form
and the certificate request. The Superior Authority and RA Official are solely
responsible for identification of Subscriber and correctness of the documents.

For issuance of a Digital Certificate, the applicant/subscriber submits online as well as
paper application form and the required documents to the RA. RA verifies the name,
postal address, e-mail address and other particulars in the request. He has the right to
reject the certificate request if he finds the application is not meeting the criteria. RA
then digitally signs and submits to IDRBT CA for the issuance of the certificate online.

The private key corresponding to the public key contained in a Class 3 certificate must
be generated and stored in a trustworthy manner according to applicable requirements.

If the organization wants to be a Registration Authority Office under IDRBT CA, the
authorized representative of the organization must personally appear before the IDRBT
CA office with the necessary documents mentioned above. The IDRBT CA will issue
Class 3 Individual Certificate to RA Officials nominated by the Banks/Financial
Institutions after verification. All RA certificates will be Class 3 Certificates.
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Class 3 Certificates for Secure Server will help web servers to enable secure
communications through the use of Secure Sockets Layer (SSL) technology. As a matter
of practice, IDRBT CA issues Class 3 certificates to web servers. IDRBT CA Secure
Server Certificate boosts the credibility and scope of website with today’s strongest
encryption available for secure communications. Along with the application form the
authorized person must give the domain name or the Server IP address on which it needs
the Certificate. The domain name must be registered and the proof must also be
accompanied with the application. Class 3 certificates are issued either for one year
validity period or two years validity period as per choice of the subscriber.

The Class 3 Certificate is intended to use for Digital Signature, Encryption of messages,
Code signing and SSL.

Class 3 Signing Certificates shall be Digital Certificates under IT Act, and the legal
effect, conjecture and evidentiary value of Digital Certificates as provided in the IT Act
will be applicable.

From a functional standpoint there is no difference between a Class 1, Class2 and Class
3 Certificate, and the only difference is in the verification process used prior to issuing a
Certificate.

Class 2 OID is included in the Certificate Policies field of Class 3 Certificate.
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13 ANNEXURE I

13.1

Subscriber Application Form

foral CA

APPLICATION FORM FOR DIGITAL CERTIFICATE

Impartant Notice:
+ Bulsseriber ag shoul d b sul 1 ik, el B application foem flled by the spplicend ATl subscribers sre advised i read TORBT]
<o A Cortifiiation Practics Statement avalabie o hitpriidrbtcs ong i/
v Copy of idenstification d of applicant (PAM ar Aadbar and Erspioyes D card) athested by superion authority with seal shosild be Prte your self-
iRl gy with B appicatan S attested recent
v Self-aitestond cogry OF iddentsfication doeunend of suporion suthorily (FAN and Ersp. I should e attacked alang with B application R, passpart size
+ Application Sorem ms b subithod 1o B Rogistration Aufhority TDRET CA for Bce-to-face weriBcation in cu of phatograph
Clases 3 Cartificabe. and sign oSS
v Eocoenplets Trncorvisent application is Balble o be repckd the photo
v Beticen 71 of IT Act stipuliries: that if ampne sk o misroprosentation or suppesses any snaberial e Brons the OTA or CA B dbdaining
sty DS sasch prarcon shall s puanish bl wish b pricrent wp & 2 years of with fine up 0 oo Likh rupses or withboth.
v * Fialids dro sandutory. Strike off which s not applicabla.
Mams of the Organization®
Bank in which subscriber has account
New | Renewal | User- ID fin case of Renewal) | Validity 1YearT] 2 Vears ]
Class ™ Certificate far *- Application™: Applicant Type™: Type of Digital Cemtificate™:
ET Signing =
Class1 [ Individual a NGETGS  TJ Bank Employes/Officer [ Encryption (]
Class3 [ Server (System) [ CTS ] R Official | System jmi
Wi Server 881 [ Others Web Server (88L) O
Do, Signer O PRSP e e Code Signing D
Doc. Signer ]
PERSONAL DETAILS
Mame*: MMale
S
Email Address®: Fernale
Address for
communication®:
Pin code®: Telephone: Mobile No®:
Date of Birth*; I 1T 1 1 1 | | ity For Ex 108 My, 1575 & 10051975

Identification Details* Aadhaar Na: |

| PAM No®: |

Bank & Branch Name

Bank Bramck Address
Bank details:

Bank Accowrt No.

II_I.I_]M of Bank Accowunt S8 ]:[ l'.-l|:|

CERTIFICATE REQUEST DETAILS

If Y. COnEscH Wour apy

The jplloping detsils mill Eu-:q:'.nmd im the certificate.
Mske swere that these detarls metch with those given o gemerate request using cortificate request gemeration fool or any other PECS #10 request generation isol
plicstion provider for these detwils before filling the jorm.

Commaon Mame*

[ Nigrie o e persin, Server Nisvie, Riopisdericd dousin saene, JFEC Code e}

E-Mail*
isial vl ko fo ahick e ommudization b made)

Organization®
(Nistie of the orpamization e¢: IDRET]

Organization Unit*
(N of e deparimmi g Cerfifying Authardy)

Cily/Locality*
Wi of e citgtois . Hipdemabul )

State/Union Territory*
(Nt of St LIT s Telareguini)

Fin Code*
Counbry* India

Signaturs of the Suparior Antherity -I- Signatmms of the Applicant
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lornal GA

DECLARATIOM AND UNDEETAKING BY THE AFFLICANT |

All the sbowe inforsation provided by me is iue o due best of my Enowledge and bebisf. | sgees to wse caly FIFS 140-1/7 Lovel T validated cryp k. dles for by
wm:mg;Imthqﬁﬂﬂlﬁhhn&gnﬂhmum-pdwumhglomm]lhgwmwﬁmummwdqﬁmmﬁuh
isecd and | will imesediately pesify my RA/ IDRET CA i event of ey comp T agres s dowsiload e certificat wishin 30 days Eom he dale of ssue, faling

umnmwmhmm"m L also agree b publish S Digital Certificate i the IDRBET CA seposiscey aned will reparnt IDRET CA of any seror or defect in the
certifcaie and chisge i the sbowe infoemation.

Dase:
Plisss:
Name of the Applicei: Signatuce of the Appleant
FOR SUPERIOE AUTHORITY BRANCH MANAGER OF APFLICANT*
This is to ceetiy that Mehds Buas peovidiad coenect lad oo bn thie “ Appd Faren for Degital
Certifuab” b the Best of my knowlalge and belied. 1 Bereby watho e hisghis, 1o apply for obtaining Digital Cersificae Eom IDRET CA fuf the garpose specified above. :

s cbane: rhysical wist Featon of thie subasibir and ahe pesgorsbalay of alenbdicsion.

Dk
Flass:
Plarea of the Dffices:
ol Bsnail (Signasape)
Fhone Mo [eTicial Seald)
DECLARATION AND UNDERTAKING BY EA OFFICTALS AFFLYING FOR NEW/RENEWAL CERTIFICATE*
This Apiplicant wha i e authsized affsial, for and onbshalf of Eevess this apgl s et s RLA Adkeninis lrason Officer
L wuwwymmm;mmwyunﬁmmnmmumtw
I Agrees b use only FIPS 14002 Lewel 2 valldabnd crypaag huil hkqw&m.ﬂdmpﬁw
B Agnees o dmmedissely mosify IDRET CA, in the svent of comg o any o o of hisder private key [ Tighal Signasare Certificane.
& Agrees o use boeys & Digital Sig Certificabs strictly for authos ned pusp mummmuwuﬂmmm;}-ﬂy
5 Acknewledges that foe wiengiul usiization of S Tgital Cenificates, mupp:uu sl bt bl wndier the Efamsuton Tedeolagy Act, 2000 ceiied any cther
pelivit L) of e lasd.
B Acknewledges that s ssbein licaticm, bujshe s ! et § . thir event the appication is scorpsed
T wmpulmmpmmmmuuhm-muhuagﬁwm
B Agpees bouse cestificates in dance with the puspess for which they ase ssusd.
B Agpeus b prove possession of privass keys and establishing e sight bs use is cice of nacessity.
0. Agres o pepost b IDRET CA any ol of debect in the certificabis diatel¥ of of any ey dhangis i tha certi Aol & '
11 Agress b exepcise due dillgence and sensilde jud Taefiree diciding s pely oo a digital sigy incluckig whether o check on th of e sislevans it
1z

w-amnmuﬁummuqubdudnn

Allihe nbsernatio provided by s above B irue b g best of my knowbedge i belief and the devsmeen i of which dista s ene Sarsdabd aee valld asd not exgdned. | usdertalos
i peanptly nuetily tee IDRETCA in doe avent of any dhange in the infoemation coviadisd hisen above. | en sabenl ifng dhis appli ad an wathoeized persen o

.IID
autd-\l_vtu&-m.-indﬁnﬁuu!kb}uhghﬂ#ﬁlmﬂmuhhmﬁmymﬂuIMnuuuHuDd#uli' dicase for sy other parpess e pt the
abomimald pusposs.

Dt
Flace:
Plarea of e BLA Odfficial: Sigrabsne of S LA Official
FOR EA FURPOSE ONLY
Cheeklist Dhabis & Tii mise Tssitaals

Raecrzvied thie ipplication foen for degisl oedicase

Physical Vertfication|in prrson Vi Certifind by 54 of RA)

Werifasd the hdentifcasen deaisments) Aedhesr card FAN Card’ Passport Meenain

Callectid thi FKCSEL0 pegueest for Secans Wb Server Ciantificaie

Creation of user 1D

Fipaest B Subsscriber with Riguest Numbe.

Fracessing

CONTACT ADDEESS
ICIRET Certifying Auwthority.

Foad MNe. |, Casthe Hills, Masab Tank, Hypdorabad - 500057, Ewxlia
Pivoma: #01 40 I3 I3 Faee: +#01 40 23535157
Esruail: cakos|pilideblac in
Welestar: hisp hdsbiva cog in
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13.2 Certificate Revocation/Suspension/Activation Form

CERTIFICATE REVOCATION/SUSPENSION/ACTIVATION REQUEST FORM

Certificate Revocation / Certificate Suspension / Certificate Activation

Important Notice:
. * Fields are mandatory
Strike off which are not applicable
This application form is to be filled by the applicant.
Fill this application form and send it to IDRBT CA in person or fax or post.
Request from authorized third party must be accompanied with an authorized letter from the certificate owner and the third
party’s identification document like Passport/Voter’s ID/PAN Card/Driving License

CERTIFICATE DETAILS

Certificate Serial Number*:

Certificate Type*: Signing / Encryption / SSL / Code Signing

Common Name in the Certificate*

CERTIFICATE OWNER DETAILS

Name of Certificate Owner *

E-Mail*

REASON

Unspecified

Reason for Revocation / Suspension / Activation* Key Compromise

Note: Affiliation Changed

= Check “Certificate Hold” for suspension request

= Check “Remove from Certificate Revocation List” for
activation request

= Check “Unspecified or Key Compromise or Affiliation
Changed or Superseded or Cessation of Operation” for
revocation request.

Superseded
Cessation of Operation

Certificate Hold

Ooooogoo

Remove from Certificate Revocation List

Details*

(Give a brief explanation about the reason for
revocation/suspension/activation)

AUTHORIZATION

Authorized by * Certificate Owner / Third Party / SA/ RA

Name*: Signature* Date*:
Contact Phone No: E-mail:

FOR RA/IDRBT CA PURPOSE ONLY

Checklist Date Time Initials
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Received the request form? (person/fax/post)

Received identification document of third party, if any?

CONTACT ADDRESS

IDRBT Certifying Authority,

Road No. 1, Castle Hills, Masab Tank, Hyderabad — 500 057, India.
Phone: +91 40 23294217/19/21/23 /Fax: +91 40 23535157

Email: cahelp@idrbt.ac.in

Website: http://idrbtca.org.in
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13.3 Subscriber Agreement (sample)

The purpose of this agreement is to establish the contractual relationship between IDRBT
Certifying Authority and a Subscriber. The issue and subsequent use of public keys and
Certificates issued, constitutes acceptance of this agreement, the terms and conditions of
the IDRBT CA Certification Policy Statement (“IDRBT CA CPS”) associated with the
keys and Certificates issued to the Subscriber. The IDRBT CA CPS is amended from time
to time, and is published on the INFINET in IDRBT CA’s repository at
https://idrbtca.org.in/repository.html and https://idrbtca.org.in/cps.html and is available

via E-mail from: cahelp@idrbt.ac.in.

Important Notice:

THE SUBSCRIBER MUST READ THIS SUBSCRIBER AGREEMENT BEFORE APPLYING
FOR, ACCEPTING, OR USING A DIGITAL CERTIFICATE FROM IDRBT CA. IF THE
SUBSCRIBER DO NOT AGREE TO THE TERMS OF THIS SUBSCRIBER AGREEMENT,
DO NOT APPLY FOR, ACCEPT, OR USE THE DIGITAL CERTIFICATE.

THE SUBSCRIBER AGREES TO USE THE DIGITAL CERTIFICATE AND ANY
RELATED IDRBT CA CERTIFICATION SERVICES ONLY IN ACCORDANCE WITH
THE IDRBT CA CPS.

Indemnity

The Subscriber agrees to:
1. accept responsibility for the safety and integrity of private keys, in the event that keys or

Certificates are compromised the Subscriber will immediately notify the Registration
Authority under IDRBT CA, as well as any other users with whom you exchange

information;
2. indemnify IDRBT CA for any loss to any person or Organization arising from the
failure to ensure the safety and integrity of your private keys and Digital Certificates;
3. indemnify and hold harmless IDRBT CA from any and all damages and losses arising
out of
a) use of an IDRBT CA issued Digital Certificate in a manner not authorized by
IDRBT CA;
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b) tampering with the Digital Certificate; or

C) any misrepresentations made during the application and use of the Digital
Certificate.

assure and hold harmless IDRBT CA from and against any and all damages (including
legal fees) of lawsuits, claims or actions by third-parties relying on or otherwise using a
Certificate relating to:

a) Subscriber’s breach of its obligations under this agreement;

b) Subscriber’s failure to protect its Private Keys;

c) Claims arising from content or other information or data supplied by Subscriber;

or

Use of Keys and Certificates

The subscriber agrees that:

1.

Others

1.

true complete and accurate information has been provided in applying for these keys and
Certificates, and further undertakes to promptly notify the Registration Authority in the

event that this information changes;
he/she is solely responsible for the protection of its Private Key;

to immediately inform the Registration Authority under IDRBT CA if it is known or

suspected that a private key or a Certificate has or may have been compromised:;
the use of the public keys and Digital Certificates are at their sole risk;

to use Keys and Digital Certificates strictly for lawful purposes and will not infringe a
third party’s rights; and

no implied or express warranties are given by the Registration Authority in relation to
the Keys or the Digital Certificates and all statutory warranties are to the fullest extent
permitted by law specifically excluded.

in case of SSL Certificate, he/she is solely responsible for the generation of server public
and private key pair, Server Certificate Signing Request file in PKCS#10 format and

protection of server’s Private Key;

The use of the private key and/or its associated Digital Certificate constitutes acceptance

of the terms of the IDRBT CA CPS.
70

IDRBT CA CPS Version 4.1.4

IDRBTCA/DOC/CPS/4.1.4



bral CA

In no event shall IDRBT CA be liable to subscriber or any third-party relying upon or
otherwise making use of the IDRBT CA certificate for any indirect, special, punitive,
incidental or consequential damages even if IDRBT CA has been advised of the
likelihood of such damages in advance.

IDRBT CA'’s Certification Services are not designed, purported, or certified for use or
resale as control equipment in perilous circumstances or for uses requiring foolproof
performance such as the operation of nuclear plants, weapons control system, where
breakdown may lead directly to death, personal injury or severe environmental damage.
Erroneous utilization of the Digital Certificates or violation to the practices specified in
IDRBT CA CPS shall be liable to be proceeded against, both under the relevant civil
and criminal laws, and shall be subject to punishment under the Information Technology
Act, 2000 or/and any other relevant law/s of the land. The duties of the subscribers to be
followed are described in the Chapter V11l of The Information Technology Act, 2000.
IDRBT CA disclaims all warranties, except as expressly provided in the IDRBT CA
CPS. IDRBT CA makes no representations or warranties, express, implied or otherwise
relating to IDRBT CA Digital Certificate or any services provided by IDRBT CA in
connection therewith, including without limitation any warranty of non-infringement,

merchantability or fitness for a particular purpose.

Subscriber Obligations

End Entities discharge their obligations under IDRBT CA CPS by:

Request the issue, renewal and if, necessary revocation of their certificates.

Generating the key pair (except in the case of Encryption Certificate) on a secure
medium as per CCA guidelines.

Provide the Registration Authority true and correct information at all times and provide
sufficient proof of material certificate information to meet user registration or certificate
renewal requirements.

Acknowledge that in making a certificate application, they are consenting to certificate
issue in the event the application is issued.

Ensure the safety and integrity of their private keys, including:

- controlling access to the computer containing their private keys.
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- protecting the access control mechanism used to access their private keys.
Agree to publish the public keys and certificates in the IDRBT CA directory services.
Use certificates in accordance with the purpose for which they are issued.
Prove possession of private keys and establishing their right to use.
Sign a subscriber agreement.
Report their Registration Authority of any error or defect in their certificates
immediately or of any subsequent changes in the certificate information.
Study IDRBT CA CPS before using their Certificates.
Inform the Registration Authority immediately by a paper document, if a key pair is
compromised, and should seek immediate acknowledgment for the same.
Exercise due diligence and sensible judgment before deciding to rely on a digital
signature, including whether to check on the status of the relevant certificate.

Renew their certificate on their own, if required.

The Subscriber demonstrates his/her knowledge and acceptance of the terms of this

subscriber agreement by either (i) submitting an application for a Digital Certificate to
IDRBT CA, or (ii) using the Digital Certificate issued by IDRBT CA, whichever occurs

first.

Declaration by the Subscriber

I, hereby declare that | have read and understood the IDRBT CA CPS and the terms and
conditions of this Subscriber Agreement. | shall abide by IDRBT CA CPS and the terms and
conditions of this Subscriber Agreement.

Date:

Place:

Subscriber’s Signature

Name of the Subscriber:
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13.4 Relying Party Agreement

THE RELYING PARTY MUST READ THIS RELYING PARTY AGREEMENT
BEFORE VALIDATING A IDRBT CA TRUST DIGITAL CERTIFICATE OR USING
IDRBT CA’S DATABASE OF CERTIFICATE REVOCATIONS AND OTHER
INFORMATION (“REPOSITORY”) OR ANY CERTIFICATE REVOCATION LIST
ISSUED BY IDRBT CA. IF THE RELYING PARTY DO NOT AGREE TO THE TERMS
OF THIS RELYING PARTY AGREEMENT, HE/SHE ARE NOT AUTHORIZED TO
USE IDRBT CA’S REPOSITORY OR ANY CRL.

THIS RELYING PARTY AGREEMENT becomes effective when the Relying Party submit a
query to search for a Digital Certificate, or to verify a digital signature created with a private key
corresponding to a public key contained in a Digital Certificate, or when you otherwise use or
rely upon any information or services provided by IDRBT CA’s Repository, IDRBT CA’s
website, or any CRL.

1. The Relying Party acknowledges that he/she has access to sufficient information to ensure
that he/she can make an informed decision as to the extent to which you will choose to rely
on the information in a Digital Certificate. For more information, see the resources
contained in IDRBT CA’s website at https://idrbtca.org.in/. THE RELYING PARTY IS
RESPONSIBLE FOR DECIDING WHETHER OR NOT TO RELY ON THE
INFORMATION IN A DIGITAL CERTIFICATE. The Relying Party acknowledge and
agree that his/her use of IDRBT CA’s Repository and Directory Services, his/her use of any
CRL of IDRBT CA, and his/her reliance on any Digital Certificate shall be governed by
IDRBT CA’s Certification Practice Statement (IDRBT CA CPS) as amended from time to
time, which is included by reference into this Agreement. The IDRBT CA CPS is published

on the INFINET in the Repository at https://idrbtca.org.in/repository.html and

https://idrbtca.org.in/cps.html and is available via E-mail by sending a request to:
cahelp@idrbt.ac.in Amendments to the IDRBT CA CPS are also posted in IDRBT CA’s
Repository at https://idrbtca.org.in/repository.html. The steps necessary to validate a Digital
Certificate and verify a Digital Signature are contained in the IDRBT CA CPS. The IDRBT
CA CPS permits you to use a CRL issued by IDRBT CA solely in connection with the

reliance upon a Digital Certificate.
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2. Except as permitted in this Agreement, the Relying Party shall not download, access, copy,

or use any CRL issued by IDRBT CA. In any event, the Relying Party shall not sell, rent,
lease, transfer, assign, or sublicense any CRL issued by IDRBT CA, in whole or in part, to
anyone; shall not use or permit the use of the CRL by or on behalf of any other person or
entity; and shall not modify or create a derivative work of any CRL issued by IDRBT CA.
Without limiting the generality of the foregoing:

(a) the Relying Party shall not create a compilation or aggregation of information based on
any information from CRL issued by IDRBT CA, and he/she shall not use any software that

creates any such compilation or aggregation; and

(b) the Relying Party shall not use any information in any CRL issued by IDRBT CA,
directly or indirectly, to provide or offer to provide Certificate status checking products

and/or services to anyone outside your organization.

3. For purposes of this agreement, “Subscriber” shall mean a person who is the subject of and

has been issued an IDRBT CA Digital Certificate.

4. The limited warranties, the disclaimers of warranty, and limitations of liability are according
to the section 2.2 of IDRBT CA CPS.

Section 2.2 of the IDRBT CA CPS sets forth a limited warranty. Except as expressly provided in
there, IDRBT CA disclaim all warranties and obligations of every type, including any warranty
of merchantability, any warranty of fitness for a particular purpose, and any warranty of the
accuracy of the information provided, and further disclaim any and all liability for negligence or

lack of reasonable care.

In no event shall IDRBT CA be liable for any indirect, special, incidental, or consequential
damages, or for any loss of profits, loss of data, or other indirect, consequential, or punitive
damages arising from or in connection with the use, delivery, license, performance,
nonperformance, or unavailability of digital certificates, digital signatures, or any other
transactions or services offered or contemplated herein, even if IDRBT CA, have been advised

of the possibility of such damages.
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The combined aggregate liability of IDRBT CA to any persons concerning a specific digital

certificate shall be limited to an amount not to exceed the following, for the aggregate of all

digital signatures and transactions related to a such certificate as shown in Table 5 below:

Class

Liability Caps/per Certificate

Class 1

Indian Rupees Ten Thousand

Class 3

Indian Rupees One Lakh

Table 5: Liability Caps.

The Relying Party demonstrate his/her knowledge and acceptance of the terms of this Relying
Party Agreement by submitting a query to search for, or to verify the revocation status of, a
Digital Certificate, by downloading a CRL issued by IDRBT CA or verifying the revocation
status of a Digital Certificate using such CRL issued by IDRBT CA, or by otherwise using or
relying upon any information or services provided by IDRBT CA’s Repository or website. If the
Relying Party do not agree, do not submit a query and do not download, access, or use any CRL

issued by IDRBT CA.
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14 ANNEXURE |11

14.1 CA Representations and Warranties (Additional)
Certificate owners are:

e informed through this CPS of their duties and obligations to ensure the safety,
protection and integrity of their private keys;

e required for specific classes of certificates to enter into an agreement that clearly
defines these obligations;

e advised/ asked not to interfere with or damage, or attempt to interfere with or
damage, or reverse engineer the operational infrastructure of the IDRBT CA PKI or
any component thereof. The IDRBT CA PKI has:

- been structured and is operated in such a manner as to minimize the risk of
compromise or willful damage by a Certificate owner;
- defined a security policy that provides for the early detection of an attempt to

damage the infrastructure and to collect sufficient evidence for a prosecution.

CA
The IDRBT CA discharges its obligations under this CPS by:

e Acting in accordance with the law prevailing in the country to provide operational
infrastructure, certification services and publishing directory services over
network.

e Approve the policies and certificate practice statement and enforcing the practices
specified in this CPS.

e Generate its Signing key pair and protect the private key from compromise.

e Submit its public keys to the CCA before the commencement of operation.

e Receive a license from CCA to operate as CA.

e Publish its Public Key Certificate in the Directory server and in website.

e Appoint Registration Authorities, executing an operating Master Agreement and
approve the RAs to be established below in the hierarchy

e lIssue certificates to RAs on the receipt of signed requests and the physical
presence (if necessary/required) before IDRBT CA.

o Delegate responsibilities to RA to be used in the authentication process.
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Execute the CA services in accordance with this CPS and documented operational
procedures.

Accept certification requests from entities through RA within the naming domain
managed by the IDRBT CA.

Advise the naming conventions.

Issue certificates that are factually correct for the information known at the time of
issue and are free from data entry errors, information given by subscriber without
any change by RA or CA which will comply with X.509v3 standards based on
authenticated entities’ requests.

Publish subscribers’ Public Key Certificate without alteration in the LDAP
directory after he/she accepts the certificate

Provide access to Relying Parties to repository of public key certificates.

Handle certificate revocation requests and certificate revocation.

Revoke certificates if requested by the end entity or when deemed necessary
because of compromise or suspected compromise.

Inform subscribers if IDRBT CA initiates a certificate revocation process.
Communicate to subscriber when the certificate is revoked or suspended.

Update revoked certificates and publishes CRL in directory server.

Periodically post the CRL and in emergency publishing it immediately.

Maintain a list of compromised/revoked certificates and compromised users with
all the details.

Keep the entire information of Subscriber and other information that should be
kept confidential secured and confidential.

Collect and keep relevant documents for the corresponding certificates from
applicant/subscriber

Conduct internal security audits.

Conduct compliance audit as required by CCA.
Submission of Digital Certificates/CRL to the CCA for publication in National
Repository.

Assist in all respects, pertaining to IT Act 2000 for the audits conducted by CCA

to validate the renewal of license.
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RA

The Registration Authorities operating under the IDRBT CA hierarchy discharge their

obligations under this CPS by:

Enforcing practices described in this CPS.

Submitting their public keys in the form of digitally signed certification requests
to IDRBT CA Office.

Accept a request for certificate from an end entity.

Verify the integrity and possession of, and establishing the End Entity’s right to
use, user generated keys presented for certification.

Advise End Entities of their obligations under this CPS, and provide information
to them how these documents can be accessed.

Confirm that an applicant’s name does not appear in their list of compromised
users.

Submit Certificate requests that are free from data entry errors and that comply
with PKCS standards.

Check for trademark infringement by the end entity if any before forwarding
certificate requests to IDRBT CA

Verify identity of individual and organization identity before forwarding
certificate requests to IDRBT CA.

Meet the requirements mentioned in this CPS for approved subscriber certificate
requests.

Initiate investigation to determine whether to revoke or suspend subscriber’s other
certificate(s), in case one of his certificates is revoked.

Approve an online certificate application of end entity and forward to IDRBT CA.
Authenticate requests from the end entities for the revocation of their certificates
and send revocation requests to the IDRBT CA.

Inform IDRBT CA if its certificate is compromised.

May notify the end entities regarding the expiry of certificates in advance before
the expiry period.

Maintain a list of compromised keys and compromised users.

Verify with the list of compromised users before he approves a certificate request.
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Collect the relevant document for the corresponding certificates from
applicants/subscribers.

Keep such registration records as may be required.

Creating and maintaining an accurate audit trail of all RA operations.

Keep the entire information of Subscriber and other information that should be
kept confidential , secure and confidential and disclosing it only when IDRBT CA

instructs to do so.

Superior Authority responsibilities

The Superior Authorities’ responsibilities include:

Accept a certificate request from an end entity.

Collect and verify the relevant documents for the corresponding certificates from
applicants/subscribers.

Digitally sign the certificate request of applicant/subscriber

Send the application forms and the certificate requests to IDRBT CA/ RA for
issuance.

Maintain the audit trail of the verification process.

Not to retain any information related to applicant/subscriber’s certificate application

Verify identity of Subscriber.

14.2 Subscriber
Subscriber discharge their obligations under this CPS by:

Request the issue, renewal and if necessary, revocation of their certificates.
Generating the key pair (except in the case of Encryption Certificate) on a secure
medium as per CCA guidelines.

Provide the RA or SA as the case may be, true and correct information at all times
and provide sufficient proof of material certificate information to meet user
registration or certificate renewal requirements.

Acknowledge that in making a certificate application, they are consenting to

certificate issue in the event the application is issued.
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Agree to publish the public keys and certificates in the IDRBT CA directory
services by accepting the certificate.

Use certificates in accordance with the purpose for which they are issued.

Study this CPS before using their Certificates.

Exercise due diligence and sensible judgment before deciding to rely on a digital
signature, including whether to check on the status of the relevant certificate.
Initiate an online request to get a new certificate on their own after expiry,

if required.
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