I 4. ST.u.- 33004/99 REGD. No. D. L.-33004/99

Che Gazette of India

TY.SM.-21.TeA.-31.-06102020-22226 7
CG-DL-E-06102020-222267

ETITIOT
EXTRAORDINARY
AN | —ETe 3—S7-E7< (i)
PART I1—Section 3—Sub-section (ii)

TR & T
PUBLISHED BY AUTHORITY

. 3091] %, faeeft, AR, SIoFqEx 6, 2020/ Afa 14, 1942
No. 3091] NEW DELHI, TUESDAY, OCTOBER 6, 2020/ ASVINA 14, 1942
TAFEIART ST GAAT STTRTRT {1

T2 faeel, 29 fawaw, 2020

FLAM. 3472(H).—Fa T THT, TAAT ST srterf==e, 2000 (2000 FT 21) #F¥ =T 3F HiF
STLTIT (4) ST T& ATHAT BT TANT FId gU I AT AT =l gAL AT § (Aaferfea geee Fad! g,
AT -

1. AT ST stterf==e, 2000 (2000 FT 21) T ga<T g1 ¥, -
(i) AW AT (1), (2) 3T (3) F AL 77 H&AT 1 3% 399 et TASAT & TH7 Auerad
FH AT ST A T9AT S eATT0q il STTUI, ST -

F. 9. FUIq gferar

1 2 3

“2. Z-SATTHTOT Tt | S-STTASTHTOT qeheiieh gTeT FoheT TosreTiaeh ST o STTErTHTo S -

AT T | () oy e wn A R A T WA g
TETRIT G ?Eh:{ il T-ATATHATUN, ZATFAYTT 3T STHATHT & TOMTAT THATR 6 ITIH ST
“ﬁdw'”*“' M| T BT SO T THTEAT ST STERERT AT ST
T T I o v w217 G AT AR SR A B o
:ﬁ % fm SUTRTEHAT T THHATT STTATATOE =107 At |
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(@) 3rhrr FRvger THTT 97 Sraaeh 7 TgA qeaTI" g9 g9 97
ZTT ST 919 HedTd" ARTaels fRgial & Tqam g |

(M) FErsaae= e T o =7 § TRamsfier g % o srver M=+ g
ST fr o S-srfArmTor AtestE Rrgiat # srefie ARt grft

(=) faraaea T e —
(i) 3T Torvge THTIIS SeE® o TgaTd HedTae i ghe aaTua |

(ii) STARTHAT % T AT ATTTHTA FIT =g GSil 6 STANTRAT 6 GoreT
AT THTIEdT ITANT F forw us 77 fF=vr v gq SUTReRar & forw
FEATHT TSR ST HT |

(iiii) ISTT I FoIT ISTARTRAT il Tovgeh OSil o6 A d ASTLHI Hl GH
FAT AT g oI (hATRATd] T GHT AT |

(iv) SO sraE® &l STTFET T8 H T&qd w4 ST T Hee®
THTOTTT ST &% o ToIT JHTOrRAT SITTSERTEr 3l THTOTTS Zedreqy e &
AU AT FAHT HAIT AR

(v) ST =rgsh TS &l TAHg L0 Fid 3T STTNTHAT ol =g gl
% T FTA I GHe TATUIT |

(T.) STHTITHAT ITTEERTET G ST fovgesh THTOTS &7 ST fohaT ST
AT STt stferfaae o 39 9= a=1w U [t F Suasi &
FIET T ez THTTS e & ToaT T & qoATad 9% Semfa
BT |

(F) ATATHTOE 3T IS F AR & o1 i 3T Sr0eqT a0T-a89 7 9¢
Z-srferoraTore Ot Tt Rrgiat & stehier fFeg=res g ST i STust

(B) STANTHAT Al GSATITH T oI HLeA & Tor0 LT Thonar Ha=r g
ST TR0 70 S STTersoToTe ATaetes RIgiat o STaor § giT |
(ST) F=AT ST (THTORAT JTasReT) == 2000 & = 6 ¥ [fee

HITh T, &l q% 9 T Segh TH ek h AR qeit b
TR RaTehe T | HaTad &, AqaTer T STTusT |

(=) T e gt skt rege & 9rae g AT 6 T2 3 hT
e (sdzare) aw, 2015 % ffaw 3 & 12 % # Ffde OfF &
TTT T AATAT AT SATUIAT STET T o FhiT (ovg® & goid , 9§
T TATIA F e faT & |

[FT. . 12(8)/2020-F 1]
feoqur @ gEAT SrenfEr afaEEm 2000 FF AT AqgET AteEEaT i ananE. 61(3) aE

27 S=a<T, 2015, ATALT 539(:) aE 20 S, 2015, ATHLM. 446(x) ™ 27 1,
2016 i 1.1, 1119(31) AT8E 1 97, 2019 Zrar Herrfara £ < o |
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY

NOTIFICATION
New Delhi, the 29th September, 2020

S.O. 3472(E).—In exercise of the powers conferred by sub-section (4) of section 3A of the

Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the following
amendment to the Second Schedule to the said Act, namely:—

1. Inthe Information Technology Act, 2000 (21 of 2000), in the Second Schedule,—

(i) under column numbers (1), (2) and (3), after serial number 1 and entries relating thereto the
following serial number and entries shall be inserted, namely: —

S.No. Description Procedure
1) ) ®3)
"2. | e-authentication Authentication of an electronic record by e-authentication technique

technique and
procedure for
creating and
accessing
subscriber's
signature key
facilitated by
trusted third party

which shall be done by-

() the applicable use of e-authentication ,hash and asymmetric crypto
system techniques leading to issuance of Digital Signature
Certificate by Certifying Authority, provided that Certifying
Authority shall ensure  the subscriber identity verification, secure
storage of the keys by trusted third party and subscriber’s sole
authentication control to the signature key.

(b) Identity verification of Digital Signature Certificate applicant shall
be in accordance with the Identity Verification Guidelines issued
by Controller from time-to-time.

(c) The requirement to operate as trusted third party shall be specified
under e-authentication guidelines issued by the Controller.

(d) atrusted third party shall

i) facilitate Identity verification of Digital Signature Certificate
applicant;

ii) establish secure storage for subscriber to have sole control
for creation and subsequent usage of subscriber's signature key
by sole authentication of subscriber;

iii) facilitate key pair-generation, secure storage of subscriber's
signature key and facilitate signature creation functions;

iv) facilitate the submission of = DSC application form and
certificate signing request to the Certifying Authority for
issuing a Digital Signature Certificate to the DSC applicant,
and

v) facilitate revocation of Digital Signature Certificate and
destruction of subscriber's signature key.

(e) Issuance of Digital Signature Certificate shall be based on
verification of credentials of Digital Signature Certificate applicant
by Certifying Authority as per the provisions of the Information
Technology Act and Rules made thereunder.

(f) The manner and requirements for authentication and storage of
keys shall be as issued by the Controller from time to time under
e-authentication guidelines
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(9) The security procedure for creating the subscriber’s key pair shall
be in accordance with the e-authentication guidelines issued by the
Controller.

(h) The standards referred to in rule 6 of the Information Technology
(Certifying Authorities) Rules, 2000 shall be complied with, in so
far as they relate to the certification function of public key of
Digital Signature Certificate applicant.

(i) The manner in which information is authenticated by means of
digital signature  shall comply with the manner and standards
specified in rule 3 to 12 of Digital Signature (End entity) Rules,
2015 in so far as they relate to the creation, storage and verification
of Digital Signature."

[F. No. 12(8)/2020-CCA]
Dr. RAJENDRA KUMAR, Addl. Secy.

Note : The Second Schedule to the Information Technology Act , 2000 was amended vide notification
number G.S.R. 61(E), dated the 27" January, 2015, G.S.R. 539 (E), dated the 30™ June 2015,
G.S.R. 446(E), dated the 27" April 2016 and S.O. 1119(E), dated 1st March, 2019.
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