i

o o b wEP-33004/99

REGD.NO.D.L.-33004/99

The Gazette of Iudia

EX‘I‘R_AORD[NARY

YT I—E0E 3—30-TU28 (i)
PART II—Section 3—Sub-section (i)

iy | wHRIE
~ PUBLISHED BY AUTHORITY

™ 492] ' w2 foeell, Tohal, @R 5, 2004 /FTHF 14, 1926
No. 492 NEW DELHI, FRIDAY, NOVEMBER 5, 2004/KARTIKA 14, 1926

(g=T Wittt favm )
* 7§ et 29 STERAR, 2004

AL 735(31 ), — 3T TCHR, T Wt SHfutEs, 2000 (2000 # 21)ﬁum1ea?muq%aums7*—r
I9 (2) F @S (F) 5 ¥T9 i 1 45 w0 g, Fretatea fem ammt §, qoiq —

1. WWWWW—(T)?WWWWWWW(@HW)W 2004 %1
(2) 3 Uw9s W WEHEE Fi ARG F TGO
2. fTeTE, —3A Wi W, 5@ o fF ded 9 eren enifem T 91, —

(%) ' erfafm " & g St efafEm, 2000 (2000 =0 21) stfida R,

(@) “aaﬁamm”ﬁtﬂﬁmmaﬁ:ﬁma&mﬁ;mﬁ%a@nﬁmﬁmmmm%wﬁ
B Tt et sifvera = sifimmmm sifia §;

) Merdam I A YL HE A ﬁﬂ%%ﬁiﬁﬁﬁﬁﬂﬁ@ﬁqﬁ@ﬁéwwmfﬁ +ff et yoe | -
e o e R '

(=) e g A U g i €, fed o o st weiga wiin fay safde € ﬁﬁﬁﬂﬁwﬁ?ﬁﬁﬁﬂ
WEERRER, HHNT ST TG A1 SSeye 320hE Fiedl I e w35

(%) sy ol o %, o o9 Pl wg gu ¥, i wRnfi = ¥, fig orfufiem & wftnfia 2, =t oved 260, <0
sfufam F %)

3. mﬁmmﬁ@—mﬁuﬁm%wﬁ%%ﬁmmaﬁé@ﬁmmﬁaﬁm
sifiera |99 S W ST AtyErE fRet gifia of g wwmer g e T a

4, Wmmmm—wafumq%wﬂ%mﬁ%mmmmﬂtﬁmmmmmm
e SHF f—rrqmwmmq afshen =t T e g, s —

3325 GL/2004 (1)



p ' THE GAZETTE OF INDIA: EXTRAORDINARY [ParrI—Skc. 3(1)]

_ (F) w%ummmﬁm&ﬁmmmm%waﬁwww%mm
ﬁﬁmm%

(@) Wﬁﬁ&ﬂﬁﬂﬁﬁﬁﬁlﬂ?ﬁ%ﬁﬁﬁﬂﬂﬁﬂﬁﬁﬁﬁﬂﬁﬂﬁﬂqmﬁﬂﬁmﬂmmmﬁmﬁ
(11) Wﬁmﬁwﬁaﬁﬁmﬁgw%ﬂwﬁmmmﬁwaﬁaﬁwmﬁmm%aﬂtﬁﬁﬁaﬁﬁ
1 ITEM S Trae giea 0 % Ty R s © SiR Tt g9 A e wonelt o e s e

(=) uaﬁ%qﬁrwéaﬂémmmﬂﬂﬁ# Fafde Y= a0 =i & e | €, < s remer gim 53
¥R aetia ;o -

(&) qﬁﬁﬁaﬁﬁmmmwmwﬁﬁﬂﬁmeaﬁhmmmﬁWMﬁww
HTh TeRan i T,

(3) =% & g St (mmm wived) frm, 2000 F fag ¢ @ Fiie = # 9ey 781 7 356 S5
TEAER 3 gor, WSRY S waw ¥ }, e ¥

() W%mmﬁﬁﬁmaﬁm@wﬂﬁﬁmw%ﬁﬁmﬁmﬁqﬁa&hﬁm
m%ammmaﬁﬁmﬁml

[ €. 9(8)12003—‘%%1“1]

. AEHAREIE, TR gy

MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Information Technology)
NOTIFICATION
New Delhi, the 29th October, 2004

‘G.S.R. 735(E).—In exercise of the powers conferred by clause () of sub-section (2) of Section 87, read with
Section 16 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the following rules,
namely .— :

1. Short title and commencement.—(1) Theserules may be called the Information Technology (Security Proce-
dure) Rules, 2004.

(2) They shall come into force on the date of their publication in the Official Gazette.
2. Definitions.—In these rules, unless the context otherwise requires,—
(a) “Act” means the Information Technology Act, 2000 (21 0 2000),

(b) “digital signature” means authentication of any electronic record by a subscriber by means of an elec-
tronic method or procedure in accordance with the provisions of Section 3 of the Act;

(c) “hardware token” means a token which canbe connected to any computer system using Universal Serial
Bus (USB) port;

(d) “smart card” means a device confaining one or more integrated circuit chips, wluchperfoxm the functions
of a computer’s centre processor, memory and input or output interface;

(e) words and expressions used in these rules and not defined but defined in the Act shall have the meaning
respectively assigned to them in the Act.

3. Secure electronic record.—An electronic record shall be deemed to be a secure electronic record for the
purposes of the Act if it has been authenticated by means of a secure digital signature.

4. Secure digital signature.—A digltal signature shall be deemed to be a secure digital signature for the pur-
poses of the Act if the following procedure has been applied to it, namely :—

(a) that the smart card or hardware token, as the case may be, with cryptographic mmodule, in it, is used to create the

key pair;

(b) that the private key used to create the digital si énalurc always remains in the smart card or hardware token as
the case may be;
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that the hash of the content to be signed is taken from the host system to the smart card or hardware token and
the private key is used to create the digital signature and the signed hash is returned to the host system;

that the information contained in the smart card or hardware token, as the case may be, is solely under the
control of the person who is purported to have created the digital signature;

tha't the digital signature can be verified by using the publickey listed in the Digital Signature Certificate issued
to that person; j

that the standards referred to inrule 6 of the Information Technology (Certifying Authorities) Rules, 2000 have
been complied with, in so far as they relate to the creation, storage and transmission of the digital signature;
and

that the digital signature is linked to the electronic record in such a manner that if the electronic record was
altered the digital signature would be invalidated. -

[F. No. 9(8)/2003-EC]
S. LAKSHMINARAYANAN, Addl. Secy.



