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MINISTRY OF COI\GMUNICATIONS AND INFORMATION TECI[NOI.DGY

(Depattment of Informiation Technology) )
NOTIFICATION _
New Delhi, the 17th March 2003

G.S.R.220(E)—In exercise of the powers conferred by Chuses (P) & (q) of sub-

section (2) of Section 87 of the Information Technology Act,:2000(21 of 2000), the Central
Govemment hereby makes the following rules namely. -

1.  Short title and commencement: -
(a) These rules may be called the - Information Technology-(Qualification and
Expenenoe of Adjudicating Officers and Manner of Holding Enquuy) Rules 2003. - ‘

(b) These shall come nto force on the dah of their pubhcat:on in the Official
. Gazette. N , .

2. Definitions: - In these rules, unless the context otherwise re_q'uires -

-(a) "Act” means the Information Technology Act, 2000 (21 of 2000);
- (b) "Adjudicating Officer” means an adjudicating officer appomed under sub-
section {1) of section 46, of the Act
(c) "Proforma” means a proforma appandecllpmese fules <
(d) Words and expressions used herein and not defined but defined in the Act
shall have 1hemeamng respectively assigned to them in the Act.

| 3 - EliglbilltyforAdjudlcatmc Ol'fieer -

‘ Whereas the purpose and mtent of Sectlon 46(3) of IT Act is that the Ad}udlcatmg
OfﬁcarshouldbeapemonsoquallﬁadandexpenaneedmtakemnSMa view in
relation o Information Technology aspects as. well as in a position to determine the
complaints . keeping in view the Iegal or judlclal mannernsm on -the pnnaple of
compensation of damages of IT Act. ,

ApotsonshaﬂmtbeqmlnﬁedfbrappmnﬂnemasAdjud:caﬂngOfﬁnxunlessme
. person —

(@) Possesses a University graduata Bachelor degree orequivabni.. recognized by
Central Government / State Goverment for the purpose of recruitment to
grade | Service in a Govemmant Department through Union / State Publuc
Service Commission,;
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|4 K

n T of relevance to
b) Possesses Information Technology experience in the areas
® public interface with Central / State Govemment functioning and experience

obtained though the in-service training imparting competence to op:rate
computer system to send and receive e-mails or other information through the
computer network, exposure and -awareness about the method of camying
information, data, sound, images or other electronic records through the

medium of network including Intemet.

(c) Possesses legal or judicial experience o dlwhnnge responsibiues “onnected
with the role of Central / State Govemment in respect of making decisions or
orders in relation to administration of laws as & District Magistrate, or Additional
District Magistrate or Sub-Divisionsl Magistrate of an Executiva Magistrate or in
other administrative or quasijudicial dapatity fer a eumuldtive pefied of §
years; |

(d) Is working and holding a post in @r&de i ﬁ'\ Govemment Department either in
State Govemment/Union Territeriél to perform functional duty & discharge job
respon&btlny in the field tf infom\atton Technology;

(e) Is an in-service officer not below the rank of Director to the Govemmem of
India or an equivalent officer of State Govemment

Scope and Manner of holding inquiry.

(a) The Adjudicating Officers shall exercise junsdlctlon in respect of the
contraventions in relation to Chapter IX of IF Act 2000 and the matter or

matters or places or area or areas in & State or Unibn Temitory of the posting of
the person.

(b) The complaint shall be made to the Adjudicating. Officer of the State or Union
Territory on the basis of location 8f Cormputer System, Computer Network as
defined in sub-Section 2 of Sectiot 75 of IT Act on a plain paper on the
Proforma attached to these Rules 'togéthar with the fee payable calculated on
the basis of damages claimed by way of compensatuon

() The Adjudicating Officer, shall issue a notice together wnth all the documents to
all the necessary parties to the proceedings, fixing a date and time for further
proceedings. The notice shall contain such particulars as far as may be as to
the tiime and place of the alleged dontravention, and the person (if any) against
whom, or the thing (if any) in respect of which, it was committed.

(d) On the date so fixed, the Adjudlcatlng Officer shall explain to such person or
persons to whom notice is issued gbout the contravention alleged to have been
committed in relation to any of the provisions of the Act or of any rule,
regulation, direction or order made mere under.

(e) If the person in respect of whom notice is issued pleads guilty, the Adjudicating
Officer shall record the plea, and may impose penalty or award such
compensation as he thinks fit in accordance with the provnslons of the Act
rules, regulations, order or dnrectlons made there under. ~

w RTRT, ST TS T T
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(f) Alternatively on the date fixed the person or persons against whom.a matter is
' filed may show cause why an enquiry should not be heid in the alleged
contravention or that why the report alleging the contravention should be
dismissed. . o S

(9) The Adjudicating Officer on.the basis of the report of the matter, investigation
report (if any), other documehts and on the basis of submissions shall form an
opinion that there is sufficient cause for holding an enquiry or that the report

_into the matter shoukd be dismissed and on that basis shal. either by order
dismiss the report of the matter, or shall detérmine to hear the matter.

(h) If any person or‘bersons faits, neglects or refuses to appear, or present himself
as required by sub-rule (d), before the Adjudicating, Officer, the Adjydicating
~ Officer shall proceed with the inquiry in the absence oOf such person or parsons

atter recording the reasons for doing so.

(i) At any time or on receipt of a report of contravention from an aggcieved person,
or by a Government agericy or.suo-moto, the Adjudicating Officer, may get the
matter or the report investigated from an officer in the Office of Controller or
CERT-IND or from the concemed Deputy Superntendent of Police, to
ascertain more facts and whether prima facie there is a case for adjudicating
on the matter or not. ” L .

(i) The Adjudicating Officer, shall fix a date and time for production of documents
‘or evidence and for this purpose mdy also rely on electronic records or
communications and as far as may be, 'shall use or' make available the
infrastructure for promoting on-line setflement of enquiry or_ disputes or for
taking evidence including the services of an adjudicating officer and
infrastructure in another State. ‘ . C

(k) As far as pos‘slbio. every application shall be heard and decided in four months .
and the whole matter in b months. ‘ N

“() Adjudicating Officar, when convinced that the scope of the case extends to the -
Otfence(s) (under Chapter XI of IT Act) instead of Contravention, fieeding
appropriate punishment instead of mere financial penaity, sheuld transfer the -
case to the Magistrate having jurisdiction to try the case, throught Presiding

Officer.

5. Order of the Adjudicating Offieet: « |

(a) If, upon consideration of the avidanos produced before the Adjudicating Officer

and other records and. submissions, the Adjudicating Officer Is satisfied that the

- person has become liable to pay damages by way of compensation of b pay

penalty under any of the provisians of the. Act or rules, regulations, directions or

ordars, the Adjudicating Officer may, by order in writing, order payment of
damages by way of compensation or impose such penalty, as deemed fit.

(b) While adjudging the quantum of compensation or penalty, the Adjudicating
Officer shall have due regard to the following factors, namely:

784 Gii/og—-g_
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(i} the amount of gain of unfair advahtage wherever quantrf able
made as a result of the defaurt

(i1} the amount of loss caused to any person as a result of the defauit;

(iii) the repetitive nature of the default.

6. Copy of the Order: - Adjudicating dﬁ" cers shall dellver a certlﬁed c0py of the
order to the Complainant & Respondent. - -

<

7. Service of notices and orders: -A nbtlce or an order issued under these rules
shall be served on the person in any of the 'I‘olléwmg manners that is to say. - '

(a) by delivering or tendering it to that person or the person's authonzed ageqt in’
an electronic form provided that there is sufﬁclent evidence of actual delivery of -
the electronic record to the conceméd perSOn or

(b) by sending it to the person by reglstered post with acknow!edgement due to the
address of his place of residence or the last known place of residence or
business place; B

(a) if it cannot be served under clause‘ (a) or (b) above then by affixing it, in the

presence of two witnesses, on the-outer door or some other conspicuous part
of the premises in which that persdn resides or is known to have last resided,
or carried on business or personally works or Iast worked for gam

8. Fee: - ' , o -

Every complaint of a matter to the Adjudicating Officer shall be accompanied by
fee, payable by a bank draft drawn in favour of "Adjudicating Officer Information
Technology Act" at the place of functioning of Adjudicating Officer in the States' or Union
Terrtories, calculated on the basis of the damages clalmed by way of compensation from
the contraveners on the rates provided below. .

Table of Fee ;
(i) Damages by way of compensation ‘ Fee
a) Upto Rs.10,000 10% ad valorem rounded of to
nearest néxt hundred
b) From 10001 to Rs.50000 Rs. 1000 plus 5% ofthe amount

exceeding Rs.10,000 rounded of

_ to nearest next hundred
¢) From Rs.50001 to Rs.100000 Rs. 3000/- plus 4%of the amount
exceeding Rs. 50,000 rounded of

to nearest next hundred

co 4 My N R BB R B R o U - )4 e 1. . o B USRI PIT RTINS ' et il ki bk
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d) More than Rs. 100000 Rs.5000/- plus 2% of the amount
o exceeding Rs. 100,000 rounded of
to nearest next hundred

(ii) Fee for every application  Rs. 50/~

9. Duplicity Avoided: - When an adjudication into a matter of contravention is pending

before an Adjudicating Officer, same matter shall not be. -pursued .before: any court or |

Tribunal or Authority in any proceeding whatsoever and if there is already filed a report in
relation to the same matter, the proceedings before such other coust, Tnbunai or Authority
shall be deemad to be withdrawn.

10. Frivolous complaints: - If a person files a frivolous report ofthe mattér. the

adjudicating officer in his discretion may order the complainant, to make good the cost of
the persons against whom the complaint was filed and to pay a damage of not exceeding
Rupees Twenty Five Thousand and the adjudicating officer may also order.payment of a
fine up to an amount not exceedlng Rupees Ten Thousand only.

| 11. Compounding of Contraventions: -

(a) A person, against whom a report of contravention ¢f thesAct, Rules or

Regulations, directions or orders or conditions has been filed before an
Adjudicating Officer, may make an application .for compounding the

contravention during the adjudlcatnng prooeedlngs to the concemed
adjudicating officer. e E e

Provided that an application for compounding may.be filed-even before the
contravention is reported, in which case the contravener himself shall state the
contravention undertaken or committed and the likely loss to various parties

and the amount of compensatory damages tendered by the contravener

(b) The applicant desirous of compoundlng the contraventlon shall deposnt the

" sum determined by the officer compoundnng the contravention into the office of
‘Adjudicating Officer.

Provided that sum determined aé com'pounding feé"‘shall hot axceed the

maximum amount of penalty, which may be imposed under this Act for the
contraventions so compounded

12. Certifying Authorities and other Govemmental Agencles to Assmt

All the licensed or recognized Certifying Authorities, the Contreller  afid other -

officers agencies established under the Act and other government agencies like CERT-

IND shall promptly assist the Adjudicating Officers in any proceedlngs f led or pendlng )

before the Adjudlcatmg Officers.

1L
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H

APPENDIX

PROFORMA FOR COMPLAINT TO ADJUDICATING OFFICER

UNDER INFORMATION TECHNOLOQGY ACT - 2000

1. Name of the Complainant

2. E-mail addre#s .
3. Telephone No. .
4. Address for correspondence :

5. Digital Signature Certificate, fany = .

1. Name of the Respondient

2. E-mail address )

3. Telephone No.

4, Address for correspondence

5. Digital Signature Certificate, if any

Damages claimed

Fee deposited

Demand Draft No, dated | ____ Branch_____

Complaint under Section/Rule/Direction/Order etc.

Time of Contravention

Place of Contravention

N R I I TR OFTREE I N | N W1 c e Fabonii okt fch AR kv i 1 PRSP
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(Signature of the Compiainant)
[F. No. 2(8)/2000-Pers. I}
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. NOTIFICATION
New Delhi, the 17th March, 2003

GS.R.221(E)—In exercise of the powers conferréd by clauses (r) of sub-section (2) of
Section 87 of the Information Technology Act .2000 (21 of 2000), the Cenfral
Govemment hereby makes the following rules regulating the terms and conditions of
service of the Presiding Officer, namely: - . ,

1. Short title and commencement.-

(@) These rules may be called the Cyber Regulations Appeliate Tribunal (Salary,
~ Allowances and other terms and conditions of service of Presiding Officer)

. Rules, 2003." __ o L e

(b) They shall come into force on the date of their publications irr the Official

2. Definitions: - In these fles, unless the context otherwise requires-

(@) "Cyber Appeliate Tribunal” means \Cyber' Regulations Appellate Tribunal

established under sub-section (1) of section 48; -

{b) "Presiding Officer" means a person appointed as Presiding Officer of a
Cyber Appellate Tribunal under section 49 of the Act,

- {c) Words and expressions used and not defined in these rules but defined in
the Act shall have the meanings respectively assigned to them in the Act, '

3. Salary and Allowances: - The Presiding Officer shall be paid such salary and
aliowances, as admissible to a Secretary to the Govemment of india, including atl the
benefits that a Secretary is entitled to. The Presiding Officer shall be deemed to be
public servant as per the Section 82 of information Technology Act 2000 (21 of 2000).

. Provided that in the case of appointment of a person as Presiding Officer, who
has retired as a Judge of a High Court or who has retired from service under the Central
Govemment or a State Govemment and who is in receipt of, or has received, or fias
become entited to receive any retirement benefits by way of pension, gratuity,
employer's contribution to the Provident Fund or other forms of retiremenit benefits, the
pay of such Presiding Officer shall be reduced by the grosé amount of pension or
employer's contribution to the Provident Fund or any other form of retirement benefit, it
any, drawn or to be drawn by him. '
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Provided further that in case a retired Judge of a High Court is appointed as
Presiding Officer, the terms and conditions of service of such Presiding Officer shall be
in accordance with the instructions issued by the Ministry of Finance in respect of
appointment of Judges to various Tribunals and in consultation with that Ministry.

4. Leave: - A person, on appointment as a Presiding Officer in a Cyber Appellate
Tribunal shall be entitied to leave as applicable to the Secretary to the Government of
India in respect of Eamed Leave, Half Pay Lesave, Extra Ordinary Leave, Commutation
of Leave, Casual Leave etc. : -

5. Leave Sanctioning Authority: - The Secretary, Department of Information
Technology, Govemment of India, shall be the authority compatent w sanction leave to
the Presiding Officer.

6. Pension or Provident Fund: - (i) In éase a serving Judge of a High Court or a
member of the Indian Legal Service is holding the post of Pres&dng Officer, the service
rendered in the Cyber Appellate Tribunal shall count for pension, to be drawn in
accordance with the rules of the service to which he belongs, and he shall also be
govemed by the provisions of the Provident and (Cerm'al Services) Rules 1960

(ii) In all other cases, the Presiding Officer shall be governed by the provision of
the Provident Fund (India) Rules, 1962. ’

7.  Travelling Allowances: -The Presiding Officer while on tour (including the
joumey undertaken on the expiry of his tarm with the Cyber Appellate Tribunal to
proceed to his home town) shall be entitied to the travelling allowances, daily
allowances, transportation of personal effects and other similar matters at the same :
scales and at the same rates as are applicable to Secretary to the Govemment of India. |

8. Leave Travel Concession: - The Presgiding Officer shall be entjtied to avail Ieave
travel concession as admissible to the Secretary to the Govemment of India.

9. Facility of Conveyance: - The Presiding Officer shall be entitied to hire a Taxi
on whole time basis in accordance with the rules or orders for the time being in force for
hire of taxi by a Secretary to the Govemmant pf India. -

10. Accommodation: - (a) The Presiding Officer shall be eligible, subject to
availability, allotment of Government Quarter from the general pool accommodation of |
the type admissible to a Group 'A’ officer of ﬂ'le Central Govemment, who is working at
the place where the Cyber Appellate Tribunal is located and drawing an equivalent pay, |
on payment of license fee at the rates specified by the Central Govemment from time to ' -
time. '

(b} Where the Presiding Officer occup;es a-Government accommodatlon beyond
permissible period, he shall be liable to pay additional license fee or penal rent, as the
case may be, and he shall be liable to eviction in accordance with the rules applicable to
Central Govemment Servants. '
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~ (c) Where the Presiding Officer does not avail of facility of Govemment
accommodation under sub-rule (a), he shall be entitied to House Rent Allowance as
admissible to Group ‘A’ officers of the Central Government drawing equivalent pay.

11. FadWMmdMlmmm:-Theridimomwmﬂbeenﬁﬂedb
medical treatment and hospital facilities, as provided in the Central Govemment Health
smmeRules.1954mdinplaoeswhemme03nnIGwemmeMHealﬂ18d\emeismt

inopetaﬁon.mesaideidingOfﬁcershallbeahﬁﬁedtomefadﬁﬁesasprovidadmm _

Central Services (Medical Attendance) Rules, 1944.
12. Residuary Provision: - Matters relating to the conditions of service of the

Presiding Officer with mspecltowhi&noemsspmvisionhastmadeinmese '

rules shall be as per the rules applicable to Group ‘A"’ officers of Central Govemment.

[F. No. 2(8)/2000-Pers. I]
. ' _5.LAKSHMINARAYANAN, Addl. Secy.

Printed by the Manager, Got. of India Press, Ring Rosd, Mayapuri, New Delhi-110064
: ’ and Published by the Controller of Publications, Delhi-110034.
T84 {03 -3B



