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l'rW'ilS'nw O~·.COM.a¥1UNICATIONSAN~ INFORMATION n:ClINOLOGY

(Dcli:u1mcnl of Infumlation Tcchnolo~')

OHDER

New Delhi, the 27th February, 2003

G.S.R. 181"(E).-ln c.xercisc of Uleprovisions of Section 67·aml Section 88 of the Infomlation Technology Act, 2000
1of2000), the Ccntral Government aI\cr cons.\I.lI:aJ.!o~!withUlec:yber Regulations A(hisory Commillcc, hereby prescribes
c following procedurc for blocki ng of websitcs :- '

··l._Com~utcr Emergency Rc.svonsc Tcam":":Iaidia(CE1~T-INOj shalll>e the single authority for issue ofinslrucli~~s
thcconlexlof blocking of web sites. CERT-IND, aflerverifying the aUlhenticity of the complaint and after satisfying
al aClion of blocking of the website is absolutely essential, shall instrucl Deparlment of Tekcommunicalions (DOn
.R Cell) to block the website. DOT, under whose control the Internet Ser\'icc Providers (I51's) :He functioning will ensure
e blocking ofwcl>sites and inform CERT-IND accordil1!jly.

2. CERT could bc approached by the;

(i)

(ii)

(ill)

(iv)

(\')

Secretary. National Security Council Sccret:uiilt (NSCS).

ScCrel<lr)',Ministry of Home A[rairs, Governmenl of India.

Foreign Secretary in tp} Departmenl of E~(ernal Affairs or a reprc~enlali\'e nol below the rank of Joinl
Secretary,

Secretaries, Departments of HOllieMairs or cadi uf the Stales and of lhe Union Territories,

~en,tral Bureau of Investigalion (Cm), Intelligence OUrc.1u(10), Director General oCPoliee of all the Slates ,:~
and such olher enforcement a~encies .. '

(viii)

I

Secretaries or Heads of all the Information Technology DepartJ\\ent~ of alllhe States and Union Territories .
1101 below the rank of Join,! Seerelary of Centr<ll Government. ; '.

" ':
Chairman oClhe Nalional Human Rights Commission or Minorities Commission or Scheduled Castes or: !

Scheduled Tribes Commission or National WOlllen Commission, . ;:; i i,
• II " !

The directives of the Courts .... '

(tx) Any'others <ISmay be specified by the Government.

. 3. The CERT-IND is located al Elcctronics Nikcl.'\n.G. CGO COl1lplex,Lodhi ({oad,New Dclhi·llOO03.

[F, No. 7( I )12003-EC) ,I

S. LAKSHMINARAYAN AN. Add!. See)'.·

Printcd by Ih~ M.n3&~r. Go\'\. of lndi. rrc'-~. Itlllr. Ho~d, ~Iny.puri. NelV Oclhi·IIOO(i4
.nd ruhlished uy Ihe Coull"lk, of J'uhlicotiom, l>clhi·ll00~~ .
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;'. :r} •.. II.··. The b~ocking~f~e?Site ~y.be the need of sc~eral agencies engag~ .in di~~r~~t .
'."'. -. 'walks of publie and administrative hves due to a varlcty of reasons. Exphclt ·prov.lSI~n

:1 : for blocking ~f the website in' the IT Act 2000 is availablc only in Section 67, relat~g t,o

It' ,. pom~~aphic cont~~t on th~ website. In ~ddition,.Scction 69.empowers the Contro,ller'.<?f;··1 i:'·~.· ' .. Certifying Authonties ~o \fitercept any mform.\hon transmitted through any computer ..
~{. .;', ' resoUrce-inrelation only to the following five purposcs: . \ : \: i :

c· .. ' . I.q \.;. t·' • : I' r

.~'<~:'.: (i) . Interest ofthc sovereignty or integrity ofIndia \',;t ;'.

if;':.>.':' (ii) .-:"Thc'sccurity of the State . ; .:l r··
t \;i::'~i'" (ili) Friendly relations with foreign Statcs, or ; .: .: ~
~ ·~:W;;:...'· '. (ivY,' .Public order, or ; . \ : ~ \ .
. iJ;t< .. (v) For prevent~g incitement to the commission of any cognizable offence .. \ !.:

~1;r.. : ::.' .' ;.,:;' .... :.; .' .. I : \.,~. i.
F:JSi7~:':;..::<" . .' llV;' As'already notedthcrc is no explicit provision in the IT Act 2000 for blocking of:: \ :

·'Jt:~}r;:·:.·' ··wcbsitcs~"iln::fact~·:.blocking is taken to amount to·ccnsorship.··. Such blocking can~bC::\.;.~~Ij:::;:·,>.. ' .. challenged if it amounts to restriction of freedom of speech and expression. But websites? . :

J~A~(.ri.~:, ·.,i~~.~!~g:.~~~·content; sland,cror defamation of others, ~rom?ting g~:nbling, promot~'\ \.:
~~r.;~~~::1;~:.:::~:::);~JS~·{vlole~ce··::~terr~m.:;mand other such'. matenal,. ill. addll10n to prornot~g \ \: .

¥lX~J.;~l\r:~\,:·:'~p?mogr~phy, melud.mg child pomo~raphy, ~nd. v10Ien.t sex can reasonably be bl?ck~ ~.:. ;

n~"~lf.f.:{f)·~;"·:smcc all ,~h wcbSltCSmay not claim conslitutlO~1 nght ?f frec spc~h. Blo~kmg!Jf: ~ ~ :i~~:1:~:;i';':..': . ~~.~~WC~~lt~~t ~ cq~ated to "balanced flow of mformatlon" and not censo.rslup.. \:'; :;•~:' \
~1i"""" :,'. '" .:<" ',;, ,.:.' 'I .• ' , .•. ". "I ::j' '··I,'\,'lf.: '.!i.t~:'11 " . 1."· t.·

-~M:::t~..·~' .. IV .. The we~itcs'prornoting the above mentioned·types of content, not covered under if.: . i \ .•..

iJi';\~~~1;,»:;,;,II\e;;F~9m.of SPeech may oced to be blocked under the inherent power.; of tile' \: ie~~~y./::~,.i~,'" Govcrnmcnt, ;''to··the· extcnt of executive a~thorityr~d with l~gal powers! vested ~': . '.~:,.': -,:\ .
I~~~:{.;+:.;~ntral Gov~ent and Controller under various provIsion of varIOuslaws". I '. :'. \.'\.::~ .
~1f'~'~::';;."..... '. , ...,. t~~~t:i:\·::··::·V~:ti·;·<I1)C:de~led:proccdure for submitting a complaint to the Director, CERT-In fo~: . ~:
~f.~~:;:''.:., bJ~eking ofa website shall be as follows: '., . :.;.:. \
~i~r·~~:~~·; l~i·.·~,
~;~,~:L. I.' . :nc foUow~g officers listed in Para 2 of the Ga7..cttcNotification can submit thc~ .;
1f.\V:.'(-,··:· e9~plamt.to the DlCeetor,CERT-Jn: \ ,\, : i .,.
~f~~L~(:.. ' . .':'.... ;.i \ :".
!;0~~I·:::',". ;'.:" ,'. (i) . Secretary. National Security Council Secretariat (NSCS) ':' ,\ ' :

~~~; ..:;'i ,I.:',". !:t;!'i,::j(~).:~<.Sccr~t.ary.•:Ministry o~Homc Affairs, Government ofIndia I I .\. : \ .:: :v)¢.·~;/'·· ,.. i:': ;'~f.(ui)i:.ii·F;on:lgn.',Secretary ill the Dcpartment of External Affairs., or a: 't"
~~*'?<;:.. ,,:;'JT'. '<··r.: .'representativc·not below the rank of Joint Secretary ... j .. '.. ; ,; ';: f ;':: . :
i~~;~~j~>'!':'·k;;::·:~(·(iv) ...!Secretaries, Department of Home Affairs of each of the States and .of ~e.; :.: t .
~,: ..\.,... U' T .. " •. '~~;!r";'.. mon el1'ltones ' ... '. ( ;;'
!!f.ff/ji~F',' .' .(v) Central Bureau oflnvestigation (CDI), Intelligence Bureau (Ill), Director' :' .'
~j~;".·;:·~i:,::..·b!::;, ~,,;: ..: Gener!ll of Police of all the States and sueh other enforcement agencies i ~: .
~!J~":.':'. ;··;'f 'i', (~),Secrct.arics or Heads of all the Information Technology. Department of all'l ;', .~.
~?L~.· the States and Union Tcrritories not below the rank of Joint Sccrc~ary of I \ .. i
~f~!··; Central Government .. , . :. i ':,. !

;{~F.·(':\":",,,! iJ:.(vii)-:i:;~,Chairman:;ofthe National Human Rights Commission. or Minorities :.": '~
~;r:!:··," "\!,r·;.r~..(,;Commission,or Scheduled Castes or Scheduled Tribes Commission or \:' ..\.:\
:}{~;:.\", National Women Commission :.' : ;,. ,

:&}t::::,:·::. : : ";
~"i:" ,

f~~:;\·:··. :
~.~.:':~.:;,.. : . I •:.~.'' .
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,),,:?9,'~,~,~,~tl1,~~prcs:cntativesof 011' and Law Ministry/Ilome Ministry. The committce will meet i 2:1 II::f;"'{:):;~hin a day of the com.plaint and ~hecontent being notified by Dire~t.or, CERT-In to the \J \;~i~f }~:~:'o'·imembers of the Comrrultcc. It will meet and take on the spot dcclslon on whether the: :-;

f· i~(·:!<,<website.is to be bloeke~ or not. '. ' ::' n

~1j;~;(.1i!:;:'Ji The .decision on blocking of 'he website by 'he Comm illee alongwi' h the :~:::;:•• ! ~P.!~~h:i;;c~mp~~t'andde~ai1sthereof shall be ~ubmilted by.~)ircetor: CERT-In to the Additional: 'j ~i~!~!
~,\j'-r:jr:~;':'S.c.~~c,~~~DI! for the approval of the Secretary, Dl1. ' : ; \:: I,"
~~,~,,1'I""""""" \.., .. ;.. , '. '. I! I~i:~.;t:~~k'.:~~.'~',;'/.. '!:' '., :.

, t~$;~tt:'jfil)·;i~.i:,;On re~ipt of the a~proval from 011', Director, CEHT-In will issue instructions: t~ ;. !J! ':
.tr15~::h;..;pS);gforblockmg, of websIte.. ;. !. :,: j.: .~~'~I7').v··" ··Or· •••• • ('" ' •.•• f.'

:j ~~·~;~W~:?:~···'T?e entire ,exercise'shall be,completed within seven working days of the receipt' o~ : ! :i ~\;'

, .. ~~?r.!.aeomplamt. . ~ ,(.\~~·r.'li,.. '.1

1~~1~r~+r13.'I~ casc: of an en:e.rgency situation, t? .be doc.ided by Dire.ctor, CER1.'-In ~n ;. ~~'1~f~:~~:·'co~ultall~nwlt~ the Addltl~nal Secretary, Dll, m~t.ructlons for blockmg ofwcbslte will i. i:.'
.:r.4~i~~i;~!~:~;,~.:~JatclYIssued by Director, CERT-ln to DO I. i I.. ;

,;~~:;.p4",,:,;,~·Str~ctconfid~ntiality shall be maintained by CERT-In rcgarding all the complaints : ; :i 1) :: i
t,.~i';~~ al~ thclr processmg. 'j L I

·;,~,iif'~;;~~~~·"·'~~'. : ; ':j i.: ,:'-'---'i

'~~~;;:)1'5:;:',The Director, CERT-In shall maintain complete record, in elcctronic database as ; '::;::.. I

'~;it{a1soin paper filcslre&is,ters,of the cases of blocking of website proces~ed. This database i! :::: I
"~f;:~'.;,.sh~llbe the property of the 011' and shall not be used for any commercial purpose. : Ii r-'

Ai;J/;,: .. I ;: :

~l~:J::16.. : .T?e, Director, ~ERT-In shall sub~l:t a monthly report of the cases of bl?eking ~f ! i~: ,--'

".}m{}·;~C~cbsltc proC?sscd ~ncach month, b~.7 of,the next month, (or thc next workmg day If I' :~~~~.,~,:7 happens to be a hohday) to the Additional Secrelary, OIl' ..

!;i~~;~;,~17.. ·~c Director C::EH.T-Inshall arran~e .t? make available, the'r~cord urlhe ~es of '.;. :':
gi.,,~~\~lockmg·o~thcwebslte processed by CElU-In, as and when reqUired for audit by an '1'1,:;

1f:1i~~~~R.ffi~~~:d,~lgnatcdby.Secretary, DIT for this purpose. This inspection/audit may be ! :~ Ii :,

~~t~tr;,1,~...H~Ft,.ak. en on a quarterly basis... i': 11 :,i

I'Q.:I~,.. /; •. J ,I,fl"tl ."P ' .., I •.."·~!~~~:,,:,"':'~~:·~~:·:~(i·~.:"·. j i j;

t~~h;;i8:·':)~I~.:serviCC fo~ ~l.ock!n~ ~f 'the wcbsite containing offendi.ng material is ,t.o,be.'; j Ii ::
j~~;~,..provldc!<l.:byCERT-In m pubhc mterest and hence no fees shall be charged for provldmg I r i ~;:

"Y.:':::'~··,thisse . ~! : II 'Ir'1' ',~' ' rviCC' " . I '

ij;/,ti:;o.. ~~: ... , : I II:i~:~>::",. :' [No.7(1)/2003-EC] ":::'
,~,,,,,,,, I • ',1

i-t;·::r-,,;·;'·. :' S. LAKSHMINARAYANAN. Add!. ·Secy., : ,; :1:;

:.~·"f~ •.•.. ~ I , I1L~it,\~!;;··:·" ; . ~:
"~"'Jd ..• ~ • 'I ••
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