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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY A%
' ‘ (Department of Information Technology) _ . ;
ORDER ' ’

New Delhi, the 27th February, 2003

G.S.R. 181(E).—In excrcise of the provisions of Section 67-and Scction 88 of thc Information Technology Act, 2000

10f2000), the Central Government, afier consu.lmlonmlh the Cybcr Regulations Advisory Committee, hercby prcscnbcs
c follomng procedure for blocking of websites :—  -° ;

1. Computer Emergency Response Team—India (CERT-INDj shall be the single authority for issuc of instructions
the context of blocking of websites, CERT-IND, afler verifying the authenticity of the complaint and after satisfying
at action of blocking of the websitce is absolutcly essential, shall instruct Department of Telecommunications (DOT)—
R Cell) to block the website. DOT, under whose control the Internct Service Providers (ISPs) arc functioning will cnsure
¢ blocking of websites and inform CERT-IND accordingly.

2. CERT could be approached by the

(i)_ Sccrelary, National Security Council Scerctariat (NSCS).
(i) Sccretary, Ministry of Homie Allairs, Governmment of India,

(i)  Forcign Sccretary in th Department of External Affairs or a representative not Lelow the rank of Joint
Sccrelary.

(iv)  Sccretarics, Dcpanmcnls of Home Aflairs of cach of the States and of the Union Territorics.

(V) Gpmral Burcau of lnvcsugalmn (CBI), Intclligence Burcau (1B), Dircctor General of Police of all the Slalcs :
and such other enforcement agencics.
I
(M) Sccretarics or Heads of all the Information” Iculmolo;,} Departments of all the States and Union 'lcrmoncs |
. notbelow the rank of Join} Sccretary of Central Government, '
(vii)  Chairman of the National Human Rights Commission or Minoritics Commission or Scheduled Castcs or X
Scheduled Tribes Commlsslon or National Women Commniission, 18 }

(vi)  The dircctives of lhc Courts.

(™)  Anyothers as may be specified by the Government, [

. 3. The CERT-IND islocated at Electronics Niketan, 6, CGO Complex, Lodhi [oad, New Delhi-110003, E '

[F. No. 7(1)2003-EC] -
S. LAKSHMINARAYANAN, Addl. Sccy.-

Printed by the Manager, Govi. of India Press, ing Road, Mayapuri, New Delhi-110064 ' ;
and Tublished Ly the Controller of Publications, Delhi-110034.
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i e ORDER ; IRl
' L B : ' iad i 1l
f,‘;'lp'__l ] Vijan . NCWDC"" the 7[IIJHIY. 2003 0 'I- :.' l[ ‘.‘.i:
Anpolie st 0 Subject: Procedure for Blocking of Websites coHy f ,' ,1'“ ;

'. I-‘cbm.aty 2003, published in Part-11, Scction-3, Sub-scction (i), Indian Computer Emergency Rcsponsc Team
- ,.:» - (CERT-In) has been designated as the single authority for issuing of instructions in the context of blocking i
, -_of wcbmcs CF.RT -In has to instruct the Dcpartment of Tclccommumcanons 10 block the wcbsuc :a.l\-‘.:rr ,'i
FPRS CRIFLS P VR PR PY t -. {41 ’ . '{'ni
. 13- :' : |
) venfymg lhc authcnl:cnly of the complaint 1 is g -iu-hi}
() *  satisfying that action of blocking of wcbsitc is absolutcly cssential |f Pt
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".I,f' ‘ II. The blockmg of website may be the need of scveral agencics engaged in dlffcrcnt

] 7 =~ “walks of public and administrative lives duc to a varicty of rcasons. Explicit: provxslon '
o, for blocking of the website in the IT Act 2000 is availablc only in Scction 67, relating to

Y / e pomographlc content on the website. In addition, Scction 69 cmpowers the Controller of

resource'in relation only to the following five purposcs: Y wt

fiikd

(ii) * “The sccurity of the Statc - ': '[

(i)  Friendly relations with forcign States, or : S
(iv) -+ -Public order, or i : b 11;
) For prcvcntmg incitement to the commission of any cogmzzblc offence. _ l\ IL

COL As alrcady noted there is no cxplicit provision in the IT Act 2000 for blockmg of. |

websites. " In fact, ‘blocking is taken to amount to ‘censorship. -

promotmg hate content, slander or defamation of others, promotmg gambling, promoting t
“racism, ‘violence “and terrorisin and other such matcrial, in addition to promoting |
- “pomography, including child pornography, and violent scx can rcasonably be blocked

such wcbsncs may bc equatcd to “balanced flow of information” and not c»cmorslup

e add I FRa H!tk
IV

I.hc Freedom of Speech may nced to be blocked under the inhcrent powers of thc

" Government, “to the cxtent of cxccutive aulhonly rcad with lcgal powers' vested m
Ccntral Govcmmcntand Controllcr under various provision of various laws”™. ! - 11"

%, The detailed. -procedure for submitting a complaint to the Dircctor, CERT-In for
blockmg of a website shall be as follows:

1.”  The following officers listed in Para 2 of the Gazcttc Notification can submit t.hc
o compiamt to the Du'cctor CERT-In:

e Sccretary , National Security Council Scerctariat (NSCS) ._'
" Yopei(i) .0 Secretary, Ministry of Home Affairs, Government of India i 4
i e (m'). H 'Foreign ", Sccretary in  the Dcpartment of External Affalrs or a
-,-.4!’:‘ “ii..1 | representative not below the rank of Joint Sccrctary - o
:(iv) --Secretarics, Department of Home AfTairs of cach of the States and of thc :
Union Territorics
(A2
v hize it . General of Police of all the States and such other cnforcement agencies '.3
"' (vi).  Sccretaries or Heads of all the Information Technology. Department of all |

the States and Union Territorics not below the rank of Joint Sccrctary of |
Central Government :

SR (vn)' «Chairman.,of the National Human Rights Commission or Minoritics
vl )

i1y ..t Commission . or Scheduled Castes or Scheduled Tribes Commission or
National Women Commission

Ccmfymg Authorities to intcrcept any information transmitted through any computcr'

Rk
(i)  Intcrest of the sovercignty or integrity of India '

Such blocking can' 'be ‘f_
_ challenged if it amounts to restriction of frcedom of speech and expression. But websm:s"

{ i

~since all such websites may not claim constitutional right of frec speech. Blocking ¢ of \‘ o

- The wcbsncs promotmg the above mcnuoncd types of content, not covered under i k i

; ; . iﬁ L s
(i') i

o o p—— 8

Central Burcau of Investigation (CBI), Intclligence Burcau (IB), Dlrcclor : ;-

e
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+ (viii) |- The directive of the Courts
(rx) i Any others as may be specificd by the Government LS
DT TS ) | . i i | 3
2,.‘ 1t Thc complamt shall contain the following;: i el !n |

LSl LT . 17t

-~

(1) Name of the complainant wnh addrcss, tclcphonc number, fax numbcr,n
and cmail.
(i)  The address of the offending website.
(i) The namc of thc organization with addrcss, if known wlnch =ls
promoting/hosting thc website. TERTE
(iv) . Specific rcasons for rcquesting blockmg of website. This may be from; :
~-any of the following : SR [
Promoting hatc content, slander or dcfamation of others, promotmg ;
rgnmbling. promoting racism, violcnce and terrorism and pther suchi
matcnal promotmg pornography, including child pornography and vnolent. :
*m w‘f’Escx R 1|.1.+§
3l :- (v), .- Any: othcr rcasons may be specificd by the complamant cod e b
'.'- ...(vi) ~:Scgment of population or the audicnce that is advcrscly aﬂ'cctcd byl,thc, b
‘ '. {;;_.:. _.'. e :offcndmgwcbsnc : ; s i "‘i"‘}l
S (I TBL AL R . i : $ ool
4.3, " . (fhe complaml may be submitted in writing by an aulhonzcd officer oflhc aboye;
: ‘named organization on the lcltcr hcad. This can be sent cither by mail or b)' fax or by.l:
-cmail dlgnally signed. -+ . | 3 | i1

I
|
9
]
4
"

" IS A0 Lamwdws oo P ! '.r"
;...' CRINET Each oomplamt shall be ass:k,ncd a complaml number and rccordcd m a rcglslcn
5 alongwnh the time-and datc of the reccipt. _ _ e 11 ? ; b

A
i
l

§i CERT-In staff shall verify that thc complainant ‘bclongs to' onc’ of thc
“ organizations that have been listed above. If needed, this will be verified lclcphomclally'l
Tt ﬁ'omlhc conccrncd ofﬁcc 4 i 0 f

Pt A S e ; - Ve |

6. Each complaint shall be acknowledged to the complainant within 24 hours of ns L
receipt. :

7.+ .In the case:of* oompla:nts reccived by fax and cmail which is not dlg:lally sxgncd f
. ®the. complamam shall be required to provide an ink-signed copy of the complaint so as;to |
rcach CERT-In within 3 days of the rcccipt of thc complaint by fax or c-mail. The ;
proccssmg of the complaint ‘shall begin without waiting for the receipt of the mk-s:gned

copy. , Al

: . i i s i
R 17 T F R NI AR . : Ei I :

- =rERmT—

8. " Director, CERT In will assign the complaml to a technical cxpert to view thc saud
“‘website’ and*prmt thc ofﬁ:ndmb conicnt as a’ snmplc wnthm a day of lhc rccclpt of|the‘

Lyt iid ™ Benson

complamt o R : .l 1k

: ;: i "
9"‘ niThe complamt alongwith the printed sample content of thc website - shall be
cxammcd 'by‘a duly constitutcd committce under thc chalrmanshlp of Dircctor, CERTlIn -*

l.
I
| &

}I
|
I|
il
|
o
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vith rcprcscmatwcs of DIT and Law Ministry/I lome Ministry. The committee will meet
- Within a day of the complaint and the content being notified by Dircctor, CERT-In to the
‘' members of the Committee. It will meet and take on the spot decision on whether the
~ website is to be blocked or not.

-t 10 “ The decision on blockmg of thc wcbsitc by the Commiltee alongwith the |

complamt and details thereof shall be submitted by Dircctor, CERT-In to the Additional
‘Se retary, DI'I' for the approval of the Scerctary, DIT.

ll' “"On rcocipt of the approval from DIT, Dircctor, CERT-In will issuc instructions to
DOT.'for blockmg of wcbsuc

‘complaint.

" consultation with the Additional Sccretary, DIT, instructions for blocking of website will
bc umncdlatciy issucd by Dircctor, CERT-In to DOT.

W las also lhcu' processing.

-shall be the property of the DIT and shall not be uscd for any commercial purposc.

wi2':16.: .  The Du’cctor CERT-In shall submit a monthly rcport of the cascs of blocking of
7 happens to be a holiday) to the Additional Scerctary, DIT.

.' 17. The Dircctor CERT-In shall arrange to make available, the record of the cases of
locking ‘of thc websitc processed by CERT-In, as and when required for audit by an

twofficer, designated by Sccrctary, DIT for this purpose. This inspection/audit may be
oAb .\undcrtakcn on a quarterly basis. ‘

"‘18."' - Thc service for blocking of the website containing offending material is to be
provndsa by CERT-In in publlc intcrest and hence no fees shall be charged for prowdmg

[No. 7(1)/2003-EC]

1 ! .
The entire excrcise shall be completed within scven working days of the receipt of

i Stnct conﬁdcnuahly shall be maintained by CERT-In regarding all the complaints
R §-.15..{ \The Dircctor, CERT-In shall maintain complcte record, in clectronic database as

:also in paper filcs/registers, of the cascs of blocking of websitc processed. This databasc

- thc website processed in cach month, by 7" of the next month, (or the next working day if .

S. LAKSHMINARAYANAN, Addl. Sccy. .
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